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Editor’s View

Savvy healthcare IT executives already are looking 
ahead to what they’ll be asked to do with technology 

New decade and 
challenges looms

2019. Let that sink in for a while. On the threshold of a 
new decade. Already.

While the passage of time seems to be accelerating, 
HIT executives are getting used to the speed of change. 
The next decade beckons, and IT will need to deliver on 
its promise in the 2020s.

In this first issue of the year, we’re writing about some 
of the sea changes that lie ahead for healthcare  and for its IT leaders.

The move of healthcare to the cloud exemplifies the speed of change in the 
industry. Earlier in this decade, the thought of giving up control of data and IT 
operations to an outside entity was not a popular notion. Now, that’s the way 
the industry is moving, reports Contributing Editor Linda Wilson.

The reasons for this shift, she notes, include the desire to lower data center 
costs, speed of deployment of new applications, and access to flexible and 
scalable resources for data storage and computing power.

Providers often begin testing cloud services with non-mission-critical office 
applications; however, even health system executives’ reluctance to move 
protected health information off premise is dissipating, albeit more slowly.

A new pressure on the horizon for HIT executives is the need to deliver on 
interoperability. Federal regulators are ramping up the pressure, and industry 
momentum is growing, reports Gienna Shaw in her feature article that begins 
on Page 14. But information exchange—especially that which enables increased 
efficiency in care—is still not universal, she reports.

Pressure will rise, she adds. The industry can’t achieve the vision of val-
ue-based care without interoperable health IT. And while data generally may 
flow freely within large organizations, a surge of mergers and acquisitions has 
left providers with a variety of systems that don’t necessarily talk to each 
other—that impasse must be resolved as well.  —Fred Bazzoli
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Newsline

Data exchange gets a boost

Telemed aids rural hospitals

Interoperability

Rural healthcare

Healthcare stakeholders say the recent an-
nouncement linking CommonWell Health 
Alliance to the Carequality framework as a 
watershed moment on the road to achieving 
nationwide interoperability.

At its core is the Carequality framework, 
providing for trusted national exchange through 
common “rules of the road,” defined technical 
specifications, as well as a participant directory.

Jitin Asnaani, executive director of Common-
Well Health Alliance, describes the collaboration 
as a “golden spike” moment for health IT in 
which “two of the largest interoperability 
communities have come together and are now 
going to be enabled to exchange data with each 
other.”

Specifically, the linkage will enable Common-
Well- and Carequality-enabled healthcare 

The use of telemedicine in emergency depart-
ments operated by rural critical access hospitals 
is not only saving healthcare costs but is helping 
them to recruit and retain physicians.

That’s the finding of a new study from the 
University of Iowa published in the December 
issue of the journal Health Affairs.

“In a sample of 19 hospitals, coverage 
schedules in 2016 showed that seven had begun 
the use of tele-ED physician backup for ad-
vanced practice providers, decreasing local 
physician coverage in their EDs,” state the 
authors. “These seven hospitals tended to have 
decreasing ED staffing costs, while the hospitals 
not applying this policy showed continually 
increasing staffing costs over time. Telemedicine 
also provided other benefits, such as improved 
physician recruitment and retention.”

Specifically, rural hospitals that moved to 
tele-emergency services as backup saved an 
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Newsline

Electronic prescribing systems send 
physicians automated warnings when a 
potential problem with a prescription is 
detected. Yet, the accuracy of these 
decision support algorithms is being 
questioned.

A new survey of members of the 
American Society of Clinical Psycho-
pharmacology finds that one-third of 
those surveyed believe their e-prescrib-
ing system has provided erroneous 
warning information—with one-third of 
this group indicating that the alerts 
were inaccurate 50 percent or more of 
the time.

Specifically, the categories of 
information in e-prescribing alerts that 

clinicians considered inaccurate were 
dosing range (54.2 percent), drug 
interactions (50 percent), contraindica-
tions (41.7 percent), dosing frequency 
(37.5 percent), dosing time (12.5 percent) 
and indications (12.5 percent). Results 
were based on responses from 118 ASCP 
members and were published in the 
Journal of Clinical Psychiatry.

“The results of this survey indicate 
that a substantial proportion of 
prescribing clinicians with an interest in 
psychopharmacology believe that their 
electronic prescribing system has 
provided incorrect prescribing warn-
ings,” state the study’s authors. “Such 
errors potentially have profound 

consequences.”
The study makes the case that 

incorrect alerts “may be especially 
problematic when encountered by 
prescribers who do not have expertise 
in prescribing psychotropic medication.”

While most respondents to the 
survey indicated that they could 
override erroneous warnings and 
prescribe the desired medication, a 
majority of those surveyed said they 
were unable to alert the system about 
the inaccuracy of a prescribing 
warning. In fact, half of respondents 
reported that requirements to override 
or otherwise respond to alerts were at 
least moderately burdensome. □ 

E-prescribing systems sometimes err
Survey finds a third of clinicians say med ordering systems give incorrect warnings. 

By Greg Slabodkin
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Newsline

Data exchange gets a boost

Telemed aids rural hospitals

Interoperability

Rural healthcare

Healthcare stakeholders say the recent an-
nouncement linking CommonWell Health 
Alliance to the Carequality framework as a 
watershed moment on the road to achieving 
nationwide interoperability.

At its core is the Carequality framework, 
providing for trusted national exchange through 
common “rules of the road,” defined technical 
specifications, as well as a participant directory.

Jitin Asnaani, executive director of Common-
Well Health Alliance, describes the collaboration 
as a “golden spike” moment for health IT in 
which “two of the largest interoperability 
communities have come together and are now 
going to be enabled to exchange data with each 
other.”

Specifically, the linkage will enable Common-
Well- and Carequality-enabled healthcare 

providers to connect and bilaterally exchange 
health data via some of the industry’s leading 
electronic health record vendors.

“Many in the industry have worked hard to 
connect data flows across the major EHR 
vendors,” says John Halamka, MD, chief infor-
mation officer at Boston’s Beth Israel Deaconess 
Medical Center. “This announcement has 
significant impact on healthcare information 
exchange between vendors and demonstrates 
that the industry can work closely together.”

“As a member of the CommonWell Health 
Alliance, this connection to Carequality will help 
patient data to be accessible across many 
systems, truly supporting nationwide interopera-
bility for the patient,” adds Kashif Rathore, vice 
president of interoperability at EHR vendor 
Cerner.  —Greg Slabodkin 

The use of telemedicine in emergency depart-
ments operated by rural critical access hospitals 
is not only saving healthcare costs but is helping 
them to recruit and retain physicians.

That’s the finding of a new study from the 
University of Iowa published in the December 
issue of the journal Health Affairs.

“In a sample of 19 hospitals, coverage 
schedules in 2016 showed that seven had begun 
the use of tele-ED physician backup for ad-
vanced practice providers, decreasing local 
physician coverage in their EDs,” state the 
authors. “These seven hospitals tended to have 
decreasing ED staffing costs, while the hospitals 
not applying this policy showed continually 
increasing staffing costs over time. Telemedicine 
also provided other benefits, such as improved 
physician recruitment and retention.”

Specifically, rural hospitals that moved to 
tele-emergency services as backup saved an 

average of $117,000 annually in provider 
compensation costs, while hospitals in the same 
network that continued to staff their ED with 
on-site or on-call physicians saw an average 
increase of $138,000 in annual provider com-
pensation costs.

In addition, hospitals in the study that 
switched to telemedicine services found it easier 
to recruit new doctors because they could offer 
a better work-life balance, since physicians did 
not have to cover an ED shift.

With a continuing shortage of physicians to 
cover emergency departments in rural hospitals, 
increasing the use of tele-emergency services 
could be a viable solution for these healthcare 
organizations in addressing staffing shortfalls. 
“In the future, more critical access hospitals will 
likely use telemedicine to provide physician 
backup for advanced practice providers staffing 
the ED,” the study concludes.  —G.S.

Amazon has 
NLP service 
for providers
A new machine 
learning service from 
Amazon Web 
Services is being 
offered to process 
unstructured medical 
text and identify 
information such as 
patient diagnosis, 
treatments, dosages, 
and symptoms.
Amazon Compre-
hend Medical is 
being touted as a 
natural language 
processing service 
that makes it easy to 
use machine learning 
to accurately and 
quickly extract 
relevant information 
from unstructured 
text, such as medical 
notes, prescriptions, 
audio interview 
transcripts, as well as 
pathology and 
radiology reports.
The service will ‘read’ 
the text and then 
identify and return 
the medical informa-
tion contained within 
it. Comprehend 
Medical will highlight 
protected health 
information. There 
are no models to 
train; no ML experi-
ence is required.
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consequences.”
The study makes the case that 

incorrect alerts “may be especially 
problematic when encountered by 
prescribers who do not have expertise 
in prescribing psychotropic medication.”

While most respondents to the 
survey indicated that they could 
override erroneous warnings and 
prescribe the desired medication, a 
majority of those surveyed said they 
were unable to alert the system about 
the inaccuracy of a prescribing 
warning. In fact, half of respondents 
reported that requirements to override 
or otherwise respond to alerts were at 
least moderately burdensome. □ 

E-prescribing systems sometimes err
Survey finds a third of clinicians say med ordering systems give incorrect warnings. 

ByGreg Slabodkin
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Washington Report

VA starts new claims system

HHS set to trim reg burdens
Documentation

As part of its new Community Care Program, the 
Department of Veterans Affairs will ask non-VA 
healthcare providers to submit electronic claims 
through a new claims processing system.

The system, which will be deployed in 2019, is 
part of the VA’s efforts to move away from paper 
claims and to address the timeliness and 
accuracy of payments to community care 
providers. 

“We must ensure community providers are 
paid in a timely manner so they are willing and 
able to deliver services to our veterans,” VA 
Secretary Robert Wilkie testified before a joint 
Senate-House hearing. “This automated 
electronic Claims Administration and Manage-
ment System (e-CAMS) uses technology with 
workflow-based analytics to provide feedback 
on potential bottlenecks and business perfor-

Providers are spending too much time entering 
data into electronic health records, leaving less 
time to interact with patients, while having 
difficulty finding relevant patient information to 
effectively coordinate care.

That’s the contention of the Department of 
Health and Human Services, which issued a 
draft strategy—required by the 21st Century 
Cures Act—to reduce administrative and 
regulatory burdens on doctors.

“Health IT tools need to be intuitive and 
functional so that clinicians can focus on their 
patients and not documentation,” said Don 
Rucker, the National Coordinator for HIT. “This 
draft strategy identifies ways the government 
and private sector can alleviate burden. I look 
forward to input from the public to improve this 
strategy.”

The strategy has three core goals: to reduce 
effort and time required to input data in EHRs; 

Veterans care
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Washington Report

The Department of Health and Human 
Services is requesting information from 
industry stakeholders to gain insight on 
ways to update the HIPAA Privacy Rule 
to meet needs posed by the shift to 
value-based care.

Federal officials at HHS, which 
includes the Office for Civil Rights, 
understand that some issues in the 
HIPAA law, particularly the privacy rule, 
might need tweaking to better support 
the coordination of care required by 
stakeholders with value-based care.

HIPAA was intended to protect 
individuals’ privacy and security while 
permitting information sharing. “Howev-
er, in recent years, OCR has heard calls 

to revisit aspects of the rules that may 
limit or discourage information sharing 
needed for coordinated care or to 
facilitate the transformation to val-
ue-based care,” according to the RFI.

Consequently, policymakers are 
requesting information on provisions in 
HIPAA rules that may present obstacles 
to value-based care without meaning-
fully contributing to privacy and 
security of protected health information 
and patients being able to exercise 
their rights with respect to their PHI.

As the opioid crisis has intensified, 
the government has learned ways that 
the privacy rule impedes patients and 
families from getting help, acknowledg-

es HHS Deputy Secretary Eric Hargan. 
“We’ve also heard how the rule may 
impede other forms of care coordina-
tion that can drive value.”

Specific areas of comment on the 
privacy rule include encouraging 
information-sharing for treatment and 
care coordination; facilitating parental 
involvement in care; addressing the 
opioid crisis and serious mental illness; 
accounting for disclosures of PHI for 
treatment, payment and healthcare 
operations; and changing a current 
requirement for certain providers to 
make a good-faith effort to obtain an 
acknowledgement of receipt of the 
Notice of Privacy Practices. □ 

HHS seeks new ideas for privacy rule
The federal agency issues an RFI looking for ways to protecting privacy in the VBC era.

By Joseph Goedert

008_HDM0119   8 1/8/2019   3:56:05 PM



8   Health Data Management   Winter 2019  healthdatamanagement.com Winter 2019   Health Data Management   9

Washington Report

VA starts new claims system

HHS set to trim reg burdens
Documentation

As part of its new Community Care Program, the 
Department of Veterans Affairs will ask non-VA 
healthcare providers to submit electronic claims 
through a new claims processing system.

The system, which will be deployed in 2019, is 
part of the VA’s efforts to move away from paper 
claims and to address the timeliness and 
accuracy of payments to community care 
providers. 

“We must ensure community providers are 
paid in a timely manner so they are willing and 
able to deliver services to our veterans,” VA 
Secretary Robert Wilkie testified before a joint 
Senate-House hearing. “This automated 
electronic Claims Administration and Manage-
ment System (e-CAMS) uses technology with 
workflow-based analytics to provide feedback 
on potential bottlenecks and business perfor-

mance issues in our claims process.”
In his testimony, Wilkie said that community 

providers will have 180 days to submit claims for 
reimbursement—rather than waiting years to 
submit them—thereby aligning the VA with 
industry standards and ensuring providers 
receive timely payments.

Steven Lieberman, MD, executive in charge of 
the Veterans Health Administration, told 
lawmakers that by requiring providers to submit 
electronic claims—except in rare circumstanc-
es—it will “speed up” the process.

The agency “has an IT problem,” Wilkie 
acknowledged. “When it comes to claims 
processing, hands have to touch each claim. 
What we have done is look to the market for 
off-the-shelf technology that will allow us to 
automate the claims process.” —Greg Slabodkin

Providers are spending too much time entering 
data into electronic health records, leaving less 
time to interact with patients, while having 
difficulty finding relevant patient information to 
effectively coordinate care.

That’s the contention of the Department of 
Health and Human Services, which issued a 
draft strategy—required by the 21st Century 
Cures Act—to reduce administrative and 
regulatory burdens on doctors.

“Health IT tools need to be intuitive and 
functional so that clinicians can focus on their 
patients and not documentation,” said Don 
Rucker, the National Coordinator for HIT. “This 
draft strategy identifies ways the government 
and private sector can alleviate burden. I look 
forward to input from the public to improve this 
strategy.”

The strategy has three core goals: to reduce 
effort and time required to input data in EHRs; 

reduce effort and time to meet regulatory 
reporting requirements for providers, hospitals 
and other healthcare organizations; as well as 
improve the functionality and intuitiveness of 
EHRs.

In a blog posting, Andrew Gettinger, MD, chief 
clinical officer at ONC and Kate Goodrich, MD, 
chief medical officer at CMS, released a 74-page 
draft strategy.

Gettinger and Goodrich acknowledge that 
interoperability will not be achieved for users 
until their experience with EHRs and other 
information systems are made seamless and 
effortless—becoming truly interoperable.

The agency also said it stands ready to help 
the health IT industry toward solutions that 
result in reduced burden for clinicians by 
promoting common standards for HIT systems 
that support better efficiency, interoperability 
and best practices for usability. —Joseph Goedert

VA partners 
to boost 
telehealth
The Department of 
Veterans Affairs is 
enlisting partners in 
an effort expand 
telehealth services to 
the nation’s veterans.
The agency has 
announced several 
industry partnerships 
in a program to 
enhance its connect-
ed care program.
The VA aims to build 
its program through 
partnerships with 
Philips, Walmart and 
T-Mobile to expand 
efforts to extend care 
to underserved 
veterans. Under the 
expansion plan, 
Philips will provide 
telemedicine 
technology, while 
Walmart will offer its 
telehealth stations to 
the initiative. The 
agency has tapped 
T-Mobile to provide 
70,000 lines of 
wireless service to 
the healthcare 
providers and 
support staff across 
all VA hospitals, 
clinics and outpatient 
facilities around the 
nation, making 
T-Mobile its primary 
wireless provider.

Veterans care
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es HHS Deputy Secretary Eric Hargan. 
“We’ve also heard how the rule may 
impede other forms of care coordina-
tion that can drive value.”

Specific areas of comment on the 
privacy rule include encouraging 
information-sharing for treatment and 
care coordination; facilitating parental 
involvement in care; addressing the 
opioid crisis and serious mental illness; 
accounting for disclosures of PHI for 
treatment, payment and healthcare 
operations; and changing a current 
requirement for certain providers to 
make a good-faith effort to obtain an 
acknowledgement of receipt of the 
Notice of Privacy Practices. □ 

HHS seeks new ideas for privacy rule
The federal agency issues an RFI looking for ways to protecting privacy in the VBC era.

By Joseph Goedert
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By Linda Wilson

Casting aside their initial wariness, 
health system executives are recon-
sidering cloud computing. Some are 
all-out embracing it.

The reasons for this shift include 
the desire to lower data center costs, 
speed deployment of new applica-
tions, and access flexible and 
scalable resources for data storage 
and computing power. 

“Two and a half years ago when I 
got here, I said to the team, ‘In five 
years, I want the data center to fit in 
my office,’” says William Hudson, 
associate CIO and vice president of 
IT operations at John Muir Health, a 
two-hospital system in the East Bay 
area of San Francisco. “It is important 
for us to manage the orchestration of 
our technology and our architecture, 
but it is not so important to me that 
we are managing the replacements 
and upgrades of CPUs and RAMs.” 

At John Muir, this involved a 
fundamental shift away from a 
philosophy that Hudson describes as, 
“I am going to put everything in my 
box and build walls around it.” 

More than two-thirds of health 
system professionals appear to feel 
similarly, according to a 2017 KLAS 
Research survey. Some 69 percent of 
respondents said they’d consider or 
were actively considering using cloud 
solutions, while 31 percent were 
uneasy about the cloud, citing 
concerns about privacy and security.

Providers often begin testing cloud 
services with non-mission-critical 
office applications, such as spread-
sheets, email and document sharing. 
Other early candidates for the cloud 
are applications for customer 
relationship management, payer 
contracting and staff scheduling.

Even health system executives’ 

reluctance to move protected health 
information off premise is dissipating, 
albeit more slowly.

They are moving patient informa-
tion to the cloud because they want 
to derive useful insights out of data 
from myriad sources, including 
structured and unstructured patient 
health records, genomic sequencing 
studies, remote monitoring devices 
and wearables, and social media.

The goal is to use these insights 
into patients’ health and behavior—
both inside and outside institutional 
walls—to help patients manage their 
medical conditions and reduce their 
risk for developing new ones.

While it’s possible to manage data 
from disparate sources with on-prem-
ise solutions, the services developed 
by cloud vendors—including the 
liberal use of APIs—are already 
available for this purpose. 

A RADICAL SHIFT   
TO THE CLOUD
For years, providers were unwilling to surrender control of their 
data, applications and servers to any offsite entity. But that’s  
changing, and rapidly, as cloud use now is gaining popularity.

“This is not a nice-to-have anymore,” 
says George Gardner-Serra, partner at 
Clarity Insights, a consulting firm 
specializing in data analytics. “It is very 
quickly becoming an institutional 
imperative. The leading organizations 
are moving quickly in that respect.”

Vendors, eager to ink contracts in 
the healthcare sector, are working to 
address providers’ needs. 

First, the major cloud vendors—in-
cluding Amazon Web Services, 
Microsoft Azure and Google Cloud—
have invested heavily in developing 
solutions that address security and 
privacy issues. “They are all willing to 
sign business associate agreements 
and maintain HIPAA-compliant 
structures,” says Jeff Becker, a senior 
analyst at Forrester Research. 

Consultants often get questions from 
potential clients about “whether the 
cloud is more secure than on-prem,” 
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reluctance to move protected health 
information off premise is dissipating, 
albeit more slowly.

They are moving patient informa-
tion to the cloud because they want 
to derive useful insights out of data 
from myriad sources, including 
structured and unstructured patient 
health records, genomic sequencing 
studies, remote monitoring devices 
and wearables, and social media.

The goal is to use these insights 
into patients’ health and behavior—
both inside and outside institutional 
walls—to help patients manage their 
medical conditions and reduce their 
risk for developing new ones.

While it’s possible to manage data 
from disparate sources with on-prem-
ise solutions, the services developed 
by cloud vendors—including the 
liberal use of APIs—are already 
available for this purpose. 

A RADICAL SHIFT   
TO THE CLOUD

“This is not a nice-to-have anymore,” 
says George Gardner-Serra, partner at 
Clarity Insights, a consulting firm 
specializing in data analytics. “It is very 
quickly becoming an institutional 
imperative. The leading organizations 
are moving quickly in that respect.”

Vendors, eager to ink contracts in 
the healthcare sector, are working to 
address providers’ needs. 

First, the major cloud vendors—in-
cluding Amazon Web Services, 
Microsoft Azure and Google Cloud—
have invested heavily in developing 
solutions that address security and 
privacy issues. “They are all willing to 
sign business associate agreements 
and maintain HIPAA-compliant 
structures,” says Jeff Becker, a senior 
analyst at Forrester Research. 

Consultants often get questions from 
potential clients about “whether the 
cloud is more secure than on-prem,” 

says Gardner-Serra. His answer: He 
believes data is more secure in the 
cloud than scattered across onsite 
servers, laptops and desktops.

Second, the major cloud vendors are 
developing sophisticated products for 
managing data and using artificial 
intelligence to analyze it. 

Third, Becker says, “there are much 
more compelling solutions being built 
on the cloud. We are seeing the rise of 
cloud-only vendors. And those vendors 
are attracting healthcare organiza-
tions—and really organizations across 
all industries—into the cloud.”

Examples include startup software 
vendors working in remote patient 
monitoring, population health or 
radiology. Athenahealth also offers a 
cloud-only EHR. 

Analysts expect the healthcare 
industry’s spending on cloud services to 
increase exponentially. Frost & Sullivan 

estimates the global cloud computing 
market in the healthcare sector to 
reach about $10 billion by 2021. 

Steady migration
When it comes to providers specifically, 
“very few are jumping head first into 
the cloud,” says Gardner-Serra.” They 
are going in more of an evolutionary 
migration pathway, and frankly, I think 
that is wise.” 

Becker agrees. “I think what we are 
going to see is cloud migration 
happening at the app level,” he says. “If 
you are using Microsoft OneDrive, you 
are going to have data on Microsoft 
Azure. If you are a Google Drive 
customer, you are going to have data 
on Google Cloud.” Becker says. 

MedStar Health, for example, is in 
the process of moving about 15 percent 
of its computing resources—primarily 
involving Microsoft Office, email 
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archives and SharePoint applications—
to the cloud. 

After that process is complete, about 
65 percent of computing resources will 
be on premise in virtualized servers, 
while the rest will be dedicated 
“traditional rack-and-stack” servers, 
says Edward Fisher, vice president and 
chief technology officer at MedStar 
Health, which includes 10 hospitals in 
the Washington metro area. 

This mix of computing resources 
does not include the health system’s 
EHR, which is hosted at Cerner’s data 
center in Kansas City, Mo., nor its 
enterprise resource planning system, 
Oracle PeopleSoft, which MedStar 
Health plans to move to Oracle’s 
hosted environment. MedStar also 
hosts its consumer-facing website on 
AWS’s virtual private cloud.

MedStar plans to evaluate whether 
to move applications that reside on 
dedicated servers to either the cloud or 
a virtualized environment. These 
include “all those ancillary or support 
systems around the EHR and ERP,” such 
as those for radiology, pharmacy or 
laboratory, Fisher says.

“We will look at virtualized environ-
ments as well,” Fisher adds. “If I have 
some unpredictable anomalies with 
applications, it may make sense to take 
them to the cloud and be able to 
fine-tune them during month-end or 
quarter-end events, or whatever is 
happening around that application. It 
may be better suited to move it to the 
cloud so you can manage it better.” 

Hybrid, multicloud
Application-level migration of data and 
apps results in a hybrid environment, 
where applications reside both in the 
cloud—or multiple clouds—and on 
premise, says Becker. Some providers 
create a multicloud environment by 
using applications managed by more 

than one cloud vendor. Others shift to 
multicloud when they buy a cloud-only 
application from a vendor that has 
deployed its product on multiple clouds 
for redundancy, Becker explains.

John Muir Health, for example, has 
numerous cloud-based applications in 
its hybrid, multicloud environment. 

While its EHR from Epic is on 
premise, it has bought many cloud-
based applications, including Workday, 
an ERP system for finance, human 
resources and supply chain manage-
ment; Microsoft Office 365; and Care 
Prism, analytics software for bundled 
care from Clarify Health Solutions. 

Says Hudson, “We have embraced 
that when it was a more reliable 
solution. We have embraced that when 
it was a higher-performance solution. 
We have embraced that when it was a 
more cost-effective solution.”

For example, John Muir implement-
ed Care Prism to help track and 
manage its performance in Medicare’s 
Comprehensive Care for Joint Replace-
ment bundled payment program. With 
the platform, the hospital system cut 
the time involved in running data and 
producing reports by 50 percent. 

Says Gardner-Serra, “As you start to 
become more and more comfortable, 
there is pretty much no limitation to 
what you can store in the cloud,” 
including patient data.

Patient health information
Indeed, Rush University Medical Center 
is using cloud computing to store and 
analyze both deidentified and protect-
ed health information.

The Chicago-based medical center 

developed an analytics database and 
machine learning models in the cloud, 
using tools from Cloudera running on 
Microsoft Azure. It applies natural 
language processing to unstructured 
clinical data in the cloud using Ember 
from MetiStream. 

Executives at Rush opted for a 
cloud-based approach because they 
wanted the flexibility to scale comput-
ing resources up or down as necessary, 
and they wanted access to machine 
learning tools for advanced analytics.

The ability to ingest an ever-increas-
ing amount of data in the cloud—for 
genomic sequencing studies or digital 
images in radiology, for instance—also 
appealed to executives at the academ-
ic health system comprised of Rush 
University Medical Center, Rush 
University, Rush Oak Park Hospital and 
Rush Health.

A key element of the platform is its 
ability to incorporate unstructured data 
from the EHR and from a separate 
pathology system. “We knew there was 
a lot information locked in that 
dataset,” says Bala Hota, MD, vice 
president and chief analytics officer at 
Rush University Medical Center. “We 
have a really strong focus on under-
standing our quality and making sure 
we have a really good set of analytics 
around our quality performance.”

The Azure backbone proved 
particularly helpful because it enabled 
the medical center to scale up comput-
ing resources temporarily to process a 
three-year backlog of clinical notes in 
36 hours. “If we had tried to run the 
natural language processing engine on 
premise, it would have required several 
weeks to run through,” Hota says.

The use cases for this platform 
include developing models to predict 
which patients are likely to miss 
appointments, leave the emergency 
room without being seen, or be 

readmitted to an inpatient unit within 
30 days of discharge.

The medical center also used the 
Cloudera environment to develop a 
model using deep learning to predict 
when a surgery patient’s history and 
physical are incomplete. “A neural 
network was trained against the notes,” 
Hota says. “It took a few months and a 
lot of iterative processes to continue to 
annotate data and train the model. We 
now have a model that works very 
well.” 

Rush University Medical Center 
integrates these models into EHR 
workflows to improve patient care and 
manage expenses.

The medical center also has moved 
deidentified patient data to Google 
Cloud to accommodate researchers 
studying Alzheimer’s disease. They 
wanted to collaborate easily with their 
peers at other universities who were 
already provisioning their data in 
Google Cloud, Hota says. 

Hota says executives at Rush 
envision future opportunities to improve 
operational efficiency and patient 
outcomes using emerging cloud-based 
tools, such as intelligent voice assis-
tants. They’d like to develop applica-
tions to enable physicians and adminis-
trators to interact with data using voice 
instead of a keyboard. For example, a 
physician could ask for a list of patients 
who should come in for cancer 
screenings, or an administrator could 
ask about the number of available 
beds on a clinical floor or the current 
wait times for patients in the emergen-
cy department. 

They want these interactions to 
become “more conversational and less 
about figuring out how to formulate the 
exact right question,” Hota says. Once 
the tools are mature and HIPAA 
compliant, “we are going to be avid 
users,” he adds.

The cloud

“This is not a nice-to-have 
anymore ... It is very quickly 
becoming an institutional 
imperative.”
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developed an analytics database and 
machine learning models in the cloud, 
using tools from Cloudera running on 
Microsoft Azure. It applies natural 
language processing to unstructured 
clinical data in the cloud using Ember 
from MetiStream. 

Executives at Rush opted for a 
cloud-based approach because they 
wanted the flexibility to scale comput-
ing resources up or down as necessary, 
and they wanted access to machine 
learning tools for advanced analytics.

The ability to ingest an ever-increas-
ing amount of data in the cloud—for 
genomic sequencing studies or digital 
images in radiology, for instance—also 
appealed to executives at the academ-
ic health system comprised of Rush 
University Medical Center, Rush 
University, Rush Oak Park Hospital and 
Rush Health.

A key element of the platform is its 
ability to incorporate unstructured data 
from the EHR and from a separate 
pathology system. “We knew there was 
a lot information locked in that 
dataset,” says Bala Hota, MD, vice 
president and chief analytics officer at 
Rush University Medical Center. “We 
have a really strong focus on under-
standing our quality and making sure 
we have a really good set of analytics 
around our quality performance.”

The Azure backbone proved 
particularly helpful because it enabled 
the medical center to scale up comput-
ing resources temporarily to process a 
three-year backlog of clinical notes in 
36 hours. “If we had tried to run the 
natural language processing engine on 
premise, it would have required several 
weeks to run through,” Hota says.

The use cases for this platform 
include developing models to predict 
which patients are likely to miss 
appointments, leave the emergency 
room without being seen, or be 

readmitted to an inpatient unit within 
30 days of discharge.

The medical center also used the 
Cloudera environment to develop a 
model using deep learning to predict 
when a surgery patient’s history and 
physical are incomplete. “A neural 
network was trained against the notes,” 
Hota says. “It took a few months and a 
lot of iterative processes to continue to 
annotate data and train the model. We 
now have a model that works very 
well.” 

Rush University Medical Center 
integrates these models into EHR 
workflows to improve patient care and 
manage expenses.

The medical center also has moved 
deidentified patient data to Google 
Cloud to accommodate researchers 
studying Alzheimer’s disease. They 
wanted to collaborate easily with their 
peers at other universities who were 
already provisioning their data in 
Google Cloud, Hota says. 

Hota says executives at Rush 
envision future opportunities to improve 
operational efficiency and patient 
outcomes using emerging cloud-based 
tools, such as intelligent voice assis-
tants. They’d like to develop applica-
tions to enable physicians and adminis-
trators to interact with data using voice 
instead of a keyboard. For example, a 
physician could ask for a list of patients 
who should come in for cancer 
screenings, or an administrator could 
ask about the number of available 
beds on a clinical floor or the current 
wait times for patients in the emergen-
cy department. 

They want these interactions to 
become “more conversational and less 
about figuring out how to formulate the 
exact right question,” Hota says. Once 
the tools are mature and HIPAA 
compliant, “we are going to be avid 
users,” he adds.

For organizations that would like to 
move patient data to the cloud in small 
steps, Gardner-Serra suggests that 
health systems begin with a stand-
alone service line, such as in vitro 
fertilization.

 
Challenges
But no matter what specific approach 
to cloud computing they take, MedStar 
Health, John Muir Health and Rush 
University Medical Center have learned 
that IT staff members face different 
challenges managing hybrid and 
multicloud environments than they do 
managing onsite data centers. 

Moving data to the cloud “doesn’t 
obviate your responsibility for making 
sure it is secure, manageable and cost 
effective,” says Hudson at John Muir.

At Rush, a team developed an 
enterprise governance and security 
model for cloud computing. “That way 
we have an approach and framework 
that is reproducible, so we can have a 
presence in any of the major cloud 
vendors,” Hota says. The team includes 
IT staff from networking, security, 
analytics and database administration.

Hudson says the overall approach to 
security in a multicloud environment is 
different from that in an onsite data 
center. “It is easy for me to put up a 
firewall and say, ‘Everything on this side 
is mine,’” he explains. “You need to have 
a more federated security model.” As a 
result, John Muir bought a cloud access 
security broker (CASB) product, which 
sits between users and cloud applica-
tions, from Bitglass. 

Although he declined to name the 
vendors, Hudson also said there have 
been several situations in which John 
Muir did not opt for a cloud-based 
solution when it was in the market for a 
new application because the IT staff 
wasn’t comfortable with the vendor’s 
approach to security. 

Migration to the cloud also makes 
orchestration of the environment more 
complicated, Hudson says, because IT 
staff must optimize storage capacity 
and processing speed for each 
deployment rather than relying on a 
standard server setup.

Like security and orchestration, cost 
management also requires different 
approaches in a cloud environment, 
because customers are often charged 
on a pay-as-you-go, or metered, basis. 

At Rush, the IT staff has developed 
strategies to manage operating costs. 
For example, the medical center not 
only has an instance of the Cloudera 
platform in the cloud, but it also has 
one onsite, which the IT staff uses as its 
development lab to explore new use 
cases.

Like Rush, Mount Sinai Health 
System also figured out how to manage 
costs with a hosted application.

The health system uses Salesforce 
Health Cloud to provide both internal 
and external partners in a Medicaid 
Delivery System Reform Incentive 
Payment Program with up-to-date, 
read-only information on 300,000 
patients. The Medicaid program is 
designed to improve coordination 
among sites of care and reduce 
avoidable hospital admissions.

The partners are composed of more 
than 10,000 individuals at 200 organi-
zations, which include not only 
hospitals and clinics but also skilled 
nursing homes, behavioral health 
providers and community resources, 
such as soup kitchens, homeless 
shelters, housing agencies and faith-
based service organizations.

“At Mount Sinai, we have a cloud-
first strategy,” says Gupta. “What it 
means is that for any application we 
try to build or system we try to create, 
we always look at (whether) there a 
solution available on the cloud.” ☐
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By Gienna Shaw

Now that most providers have imple-
mented an electronic health or medical 
record system to comply with federal 
Meaningful Use requirements, the 
government has turned its attention in 
healthcare technology to interoperabil-
ity. In fact, last April, the Centers for 
Medicare and Medicaid Services 
renamed the program—it’s now 
Promoting Interoperability.

It makes sense to shift the attention 
to data exchange, experts say. “There’s 
no need to measure things people are 
already doing universally,” says David 

Harlow, a lawyer and consultant who 
specializes in healthcare business and 
regulatory issues.

But those experts also say it’s not so 
universal to actually use the data within 
EHR and EMR systems—along with 
other sources such as patient portals, 
connected devices, sensors and 
apps—to deliver meaningful and 
actionable data to improve outcomes 
across the care continuum and at the 
point of care for populations of 
patients. Although there are hurdles to 
overcome, the industry—driven by new 

regulations, incentives and the shift to 
value-based care—is definitely moving 
in that direction. 

The technology is advancing rapidly, 
so we’ll have the capability to do things 
in healthcare that we couldn’t do five 
years ago with our EMRs and our HIEs,” 
says Brian Ahier, a board member of 
the not-for-profit Sequoia Project, 
which works to advance the implemen-
tation of secure, interoperable nation-
wide health information exchange. “I 
think 2019 is going to be a good year 
for interoperability.”
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Interoperability gains
a higher profile
The imperatives of value-based care, and rising regulatory 
pressure, are adding pressure to achieve data exchange.

In addition to the Promoting 
Interoperability program, the final rule 
of the government’s 21st Century Cures 
Act, a law signed by President Obama 
and supported by the Trump Adminis-
tration, was expected to emerge near 
the start of the New Year. The Cures 
Act is designed to speed medical 
advancements, in part by penalizing 
egregious information blocking, 
although regulators haven’t established 
specific penalties for such interference 
with the free flow of information.

They’re coming, though--along with 
other government interoperability 
programs that are on horizon--and the 
industry must get ready. “At this stage 
of the game, we have the tools that 
allow for widespread availability of 
information in the data-blocking 
context, so provider to provider and … 
to the patient, it should be universal at 
this point—but it’s not,” Harlow says.

Incentives needed
Another regulation pushing the industry 
toward interoperability is the Medicare 
Access and CHIP Reauthorization Act 
of 2015 [MACRA], which empowered 
CMS to create alternative payment 
models, such as accountable care 
organizations. The shift from fee-for-
service to pay-for-quality gives payers 
and providers a financial incentive to 
share data.

“The Obama administration and the 
Trump administration don’t have a 
whole lot in common,” Ahier says. “In 
policy perspectives there’s a pretty big 
chasm between them. But not in this 
regard. They’re all in on value-based 
care.”

The industry can’t achieve the vision 
of value-based care without interoper-
able health IT, Harlow adds. “It’s just 
not going to happen.”

While data may flow freely within 
large organizations, a surge of mergers 
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regulations, incentives and the shift to 
value-based care—is definitely moving 
in that direction. 

The technology is advancing rapidly, 
so we’ll have the capability to do things 
in healthcare that we couldn’t do five 
years ago with our EMRs and our HIEs,” 
says Brian Ahier, a board member of 
the not-for-profit Sequoia Project, 
which works to advance the implemen-
tation of secure, interoperable nation-
wide health information exchange. “I 
think 2019 is going to be a good year 
for interoperability.”
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Interoperability gains
a higher profile

In addition to the Promoting 
Interoperability program, the final rule 
of the government’s 21st Century Cures 
Act, a law signed by President Obama 
and supported by the Trump Adminis-
tration, was expected to emerge near 
the start of the New Year. The Cures 
Act is designed to speed medical 
advancements, in part by penalizing 
egregious information blocking, 
although regulators haven’t established 
specific penalties for such interference 
with the free flow of information.

They’re coming, though--along with 
other government interoperability 
programs that are on horizon--and the 
industry must get ready. “At this stage 
of the game, we have the tools that 
allow for widespread availability of 
information in the data-blocking 
context, so provider to provider and … 
to the patient, it should be universal at 
this point—but it’s not,” Harlow says.

Incentives needed
Another regulation pushing the industry 
toward interoperability is the Medicare 
Access and CHIP Reauthorization Act 
of 2015 [MACRA], which empowered 
CMS to create alternative payment 
models, such as accountable care 
organizations. The shift from fee-for-
service to pay-for-quality gives payers 
and providers a financial incentive to 
share data.

“The Obama administration and the 
Trump administration don’t have a 
whole lot in common,” Ahier says. “In 
policy perspectives there’s a pretty big 
chasm between them. But not in this 
regard. They’re all in on value-based 
care.”

The industry can’t achieve the vision 
of value-based care without interoper-
able health IT, Harlow adds. “It’s just 
not going to happen.”

While data may flow freely within 
large organizations, a surge of mergers 

and acquisitions has left providers with 
a variety of systems that don’t neces-
sarily talk to each other, creating “a 
potential interoperability problem 
that’s going to work against you in 
terms of value-based care manage-
ment,” Harlow says. “The financial 
relationships in the value-based care 
models need to accommodate the idea 
that providers inside and outside those 
walls may need to work together.” 

“But until those financial incentives 
are firmly in place, the business 
disincentives to interoperability and 
data sharing linger,” says Wen Dom-
browski, MD, a physician informaticist 
and chief convergence officer at 
Catalaize, a consulting firm that 
advises healthcare organizations, 
technology companies and investors on 
innovation and emerging technologies. 
“Large health systems competing for 
market share in the same region 
struggle to make a business case for 
sharing the data they’ve gathered.

“It’s reasonable to make enough 
money to keep the doors open, keep all 
the nurses employed and things like 
that—I understand the rationale 
behind it,” Dombrowski says. “But as 
long as we’re locked into a profit-driven 
kind of economic structure, I don’t think 
interoperability will progress much, 
regardless of what CMS, ONC and 
other bodies promote and regardless of 
all the statements and promises. 
Fundamentally, if there’s not an 
overwhelming incentive for healthcare 
organizations and vendors to be 
interoperable, then it’s not going to 
happen.”

And until healthcare does decide it 
wants to share, “achieving the clinical, 
research and practical benefits is going 
to be stunted,” Dombrowski says. 
“Because there are already elegant 
data management tools and AI 
algorithms developed, a lot of products 

and solutions are already possible. No 
one has to invent these per se. But the 
fact is, if the data is not easily accessi-
ble in a fairly real-time manner, then 
the projects that organizations can do 
are limited in terms of the promise and 
magic of predictive analytics and 
machine learning.”

Value-based care
Rob Barras, vice president of health 
solutions at CTG, an IT advisory and 
services company, says ideally health-
care organizations would want to share 
data for altruistic reasons—to improve 
clinical care—but realistically, the 
potential of data sharing to optimize 
value-based care agreements is 
ultimately what will drive interoperabili-
ty.

“You cannot make decisions about a 
population until you have the data you 
need,” especially at the point of care, 
Barras says. “That’s the real value of 
integrating all that data in one place: 
so we can understand the health of the 
population as opposed to the individu-
al.”

The biggest barrier right now, he 
adds, is that most organizations are 
just beginning to understand the 
requirements of value-based care. And 
IT leaders, in particular, still need help 
determining how to use technology to 
make it happen. “If IT doesn’t under-
stand it, if the CIO doesn’t understand 
it, what are the chances the chief 
nursing officer or the VP of population 
health understands it?” Barras says. 
“There are still a lot of heads in the 
sand that we’re living in a fee-for-ser-
vice world.”

Ahier agrees, but says lack of 
understanding and denial won’t cut it 
much longer. “Providers stuck in 
fee-for-service or transitioning into 
these new payment care delivery 
models have one foot on the dock and 
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“owns” the process of gathering and 
sharing data, Barras explains. Some 
think it’s the chief medical officer, the 
vice president of quality or the popula-
tion health director. But the correct 
answer is “all of the above” and more. 
“That’s what a strong governance 
platform will provide—that clarity that 
we all own it,” Barras says, noting that 
the time to put data governance in 
place “is now.”

Many organizations are spending a 
lot of money on interoperability 
systems, data warehousing and data 
analytics, Dombrowski says. “Frankly 
speaking, all that cost could have been 
prevented if there was cleaner, interop-
erable data upfront.”

IT staff’s role
Another challenge is recruiting experi-
enced IT staff who can build upon 
industry best practices and who are 
adept at semantic interoperability and 
data mapping that help achieve higher 
levels of information exchange, for 
example. 

“A lot of organizations are trying to 
reinvent the wheel,” Dombrowski says. 
“They might have either junior teams or 
experienced teams, and they are trying 
to build things from scratch.”

That’s costly and time-consuming, 
she says.

“It takes a lot of effort, and if the 
team is not experienced, software and 
data exchange systems could be built 
or set up incorrectly. We see that over 
and over again, where the technical 
system … is a little off.”

For example, errors may be present 
in the patient portal, even if the 
information is correct in the medical 
records. “If they can’t even get my first 
name correct, then how do I know 
these labs are mine? This is such a 
basic example of interoperability,”  
she says.

one on the rowboat, and the rowboat is 
going out to sea. They’re not going to 
let you get back on the dock,” he says. 
“That’s where I see the most complicat-
ing factors for the boots-on-the-
ground, in-the-trenches folks; the 
informaticists, the physicians, the 
nurses, the clinicians of all stripes who 
are caring for patients in the val-
ue-based realm.

“Fortunately,” he adds, “there’s a lot 
of great technology that can help them 
do that.”

But the technical issue is currently 
being solved at the minimal dataset 
level, according to Harlow. “It should be 
solved at a broader level and that 
should enable value-based care,” he 
says.

“Interoperability is not an end in 
itself. It drives better value-based care 
along a number of dimensions. It’s 
about provider payments, it’s about 
outcomes and it’s about care manage-
ment—the process of care. Along all 
those different dimensions there should 
be incentives to provider organizations 
to up the ante on interoperability.”

Some larger EHR companies, 
including Epic, are working toward 
those goals by creating interoperability 
functions within their own systems. And 
then there are companies, such as 
Cerner, that offer care coordination 
solutions. 

But a market is also emerging for 
purpose-built, vendor-agnostic 
solutions, mainly from small companies 
that are focused on care coordination 
and sharing data across the care 
continuum, such as CareCentrix And 
PatientPing.

These companies “offer very 
important capabilities, which enable 
the entire healthcare network to stay 
connected with each other,” says 
Koustav Chatterjee, a Frost & Sullivan 
healthcare industry consultant and 

analyst. “As patients come in with more 
complicated conditions, it becomes 
increasingly difficult for the payer and 
provider to offer that holistic, evi-
dence-based clinical judgment to that 
patient at the point of care. And that’s 
why they don’t have any other option 
but to reach out to ... specialist 
healthcare IT vendors who are offering 
the bandwidth and capabilities so that 
everyone wins.” 

The market, he adds, “is perfectly 
poised to aid the next revolution of 
healthcare IT” and the move toward 
interoperability.

Still, healthcare leaders, especially 
CFOs, are often hesitant to spend 
money on additional value-based 
services. They think the EHR “should be 
able to do everything,” including 
coordinating care and reporting quality 
metrics, Chatterjee says. But because 
every payer has a different set of 
guidelines and protocols, “it’s literally 
impossible for an EHR to perform all 
those activities for that complex 
patient population.”

In some ways, the barriers to 
interoperability aren’t technical at all. 
There are plenty of tools and data 
sources to mine, including sensors, 
connected medical devices, patient 
apps and wearables,that are improving 
care quality right now.

Sensors, in particular, hold tremen-
dous promise for the healthcare 
industry, which can benefit from auto 
industry expertise in this area.

“There’s a lot of applicability in terms 
of what’s being developed on the 
technological front with self-driving 
cars,” Dombrowski says. “It’s an 

example of where you’re taking a large 
amount of data from many sensor 
sources and AI algorithms analyze it in 
real time—instantly—and it generates 
a recommendation or action that has 
life or death consequences; it has a 
high level of criticality.”

And in the auto industry—as in the 
healthcare industry—technology that 
creates more responsive algorithms is 
key “so it doesn’t take two minutes to 
analyze and react to what happened 
two minutes ago,” she adds.

Other non-technical approaches 
that can move data-sharing forward 
include data governance; better 
trained, more efficient IT departments; 
and input from patients—an important 
group that’s sometimes overlooked in 
the interoperability conversation. 

While government incentives and 
the natural course of technological 
advances have largely eliminated the 
paper silo, these efforts have created a 
digital data silo, says Ahier.

Data governance’s role
Data governance is one way to break 
down the walls.

 Getting a handle on data is key to 
interoperability because the way 
electronic information is gathered and 
reported can vary widely. The definition 
of length of stay at one hospital may 
be different at another, for example, or 
the way clinicians record blood 
pressure readings may differ from site 
to site. Such variations—and the fact 
that the industry is unlikely to ever 
agree on one system or one set of 
recording methods—are part of the 
reason many organizations struggle to 
adopt analytics tools.

“You’re not going to break down all 
those silos, so then what?” Barras says. 
“Data governance is the ‘then what.’ ”

With value-based care, organiza-
tions often struggle to identify who 

The biggest barrier is that most 
organizations are just beginning 
to understand the requirements 
of value-based care.

Interoperability
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“owns” the process of gathering and 
sharing data, Barras explains. Some 
think it’s the chief medical officer, the 
vice president of quality or the popula-
tion health director. But the correct 
answer is “all of the above” and more. 
“That’s what a strong governance 
platform will provide—that clarity that 
we all own it,” Barras says, noting that 
the time to put data governance in 
place “is now.”

Many organizations are spending a 
lot of money on interoperability 
systems, data warehousing and data 
analytics, Dombrowski says. “Frankly 
speaking, all that cost could have been 
prevented if there was cleaner, interop-
erable data upfront.”

IT staff’s role
Another challenge is recruiting experi-
enced IT staff who can build upon 
industry best practices and who are 
adept at semantic interoperability and 
data mapping that help achieve higher 
levels of information exchange, for 
example. 

“A lot of organizations are trying to 
reinvent the wheel,” Dombrowski says. 
“They might have either junior teams or 
experienced teams, and they are trying 
to build things from scratch.”

That’s costly and time-consuming, 
she says.

“It takes a lot of effort, and if the 
team is not experienced, software and 
data exchange systems could be built 
or set up incorrectly. We see that over 
and over again, where the technical 
system … is a little off.”

For example, errors may be present 
in the patient portal, even if the 
information is correct in the medical 
records. “If they can’t even get my first 
name correct, then how do I know 
these labs are mine? This is such a 
basic example of interoperability,”  
she says.

Semantic interoperability, too, is a 
big challenge in healthcare, where vital 
stats like blood pressure readings can 
be reported in different formats not 
only from one system to another but 
from one department to another, she 
adds. 

Because information exchange is 
about more than just moving piles of 
data from point A to point B, data 
mapping is a critical IT skill. “It’s not as 
simple as just dumping all the data into 
one database. That data still might not 
be able to talk to each other,” Dom-
browski says.

Providers must have teams in place 
that not only understand these barriers 
to interoperability but also have the 
ability to solve them.

Patient participation
Ironically, another ingredient missing 
from the data-sharing mix is the very 
reason healthcare needs to do a better 
job of interoperability: the patient.

Even government regulations have 
shifted away from broad patient 
participation, Harlow says, amid 
complaints from clinicians that patient 
engagement in healthcare data is out 
of their control.

“I still hear many stories from 
people who can’t get access to their 
records,” he says. “It’s surprising that 
it’s still this difficult. The rules are 
clear, but there are institutional 
practices in place, and some of them 
are still at odds with the rules.…The 
idea that the patient controls the 
distribution of information seems to be 
lost on a lot of people.”

HIPAA, he adds, ends up being used 
as an excuse not to share records.

Dombrowski also advocates for a 
patient-centric approach.

“A lot of the discussion about 
interoperability centers around 
transmission of EHR records,” she says. 
“A lot of it is about interoperability of 
the whole EHR or a small subset, such 
as a discharge summary or problem 
list. As a clinician, having that basic 
summary is useful, but it’s not sufficient 
to capture the whole narrative about a 
patient and what’s happened over 
time.”

Especially for patients with complex 
medical cases, interoperability needs to 
go “much further,” she adds.

Although the concept of pa-
tient-generated health data is gaining 
traction, solutions to harness it don’t 
always make sense. “Most patient 
portals are dead ends,” Dombrowski 
says. “The information that patients 
enter doesn’t always go into the EHR or 
get pushed back to the doctor. If you’re 
a patient who is really bored, you can 
type your information into a computer 
… but it has no impact.

“I would go beyond what you can 
document in the portal and actually 
get the patient-centered health data in 
the form of many different apps,” she 
adds. That includes basic health apps 
such as those that track pain or fertility 
to fitness apps and trackers.

Bottom line, to treat populations of 
patients, providers must make deci-
sions based on information about those 
populations. And that requires interop-
erable data sharing. 

“Once all stakeholders understand 
that you can’t make decisions about a 
population you’re trying to manage 
with only parts of the data,” Barras 
says, the healthcare industry will find 
ways to overcome any remaining 
barriers to interoperability. ☐

example of where you’re taking a large 
amount of data from many sensor 
sources and AI algorithms analyze it in 
real time—instantly—and it generates 
a recommendation or action that has 
life or death consequences; it has a 
high level of criticality.”

And in the auto industry—as in the 
healthcare industry—technology that 
creates more responsive algorithms is 
key “so it doesn’t take two minutes to 
analyze and react to what happened 
two minutes ago,” she adds.

Other non-technical approaches 
that can move data-sharing forward 
include data governance; better 
trained, more efficient IT departments; 
and input from patients—an important 
group that’s sometimes overlooked in 
the interoperability conversation. 

While government incentives and 
the natural course of technological 
advances have largely eliminated the 
paper silo, these efforts have created a 
digital data silo, says Ahier.

Data governance’s role
Data governance is one way to break 
down the walls.

 Getting a handle on data is key to 
interoperability because the way 
electronic information is gathered and 
reported can vary widely. The definition 
of length of stay at one hospital may 
be different at another, for example, or 
the way clinicians record blood 
pressure readings may differ from site 
to site. Such variations—and the fact 
that the industry is unlikely to ever 
agree on one system or one set of 
recording methods—are part of the 
reason many organizations struggle to 
adopt analytics tools.

“You’re not going to break down all 
those silos, so then what?” Barras says. 
“Data governance is the ‘then what.’ ”

With value-based care, organiza-
tions often struggle to identify who 

The way to achieve information 
exchange “is not as simple as just 
dumping all the data into one 
database.”
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By Marla Durben Hirsch

Providers have begun to harness 
technology to improve their manage-
ment of opioids and avoid minimize 
misuse.

It’s not a moment too soon. The 
Centers for Disease Control and 
Prevention’s most recent reports, 
released in November, confirm that the 
opioid crisis is worsening. The number 
of drug overdose deaths in the United 
States in 2017 was 9.6 percent higher 
than in 2016. The rate of drug overdose 
deaths involving natural and semisyn-
thetic opioids like oxycodone and 

hydrocodone has risen steadily since 
1999. The rate of drug overdose deaths 
involving synthetic opioids such as 
fentanyl, which individuals frequently 
turn to when they can no longer obtain 
prescribed opioids, rose 45 percent 
from 2016 to 2017.

One of the key components to 
reversing these trends is to keep people 
from becoming addicted in the first 
place, says Jim Turnbull, CIO of 
University of Utah Health and co-chair 
of the College of Healthcare Informa-
tion Management Executives (CHIME) 

Opioid Task Force. Providers are 
uniquely positioned to address this 
problem because they are the ones 
prescribing the drugs. 

“We want to make sure we’re not 
contributing to addiction,” Turnbull 
adds. “We don’t want to be the source 
of people getting addicted.”

CHIME’s Opioid Task Force was 
launched in early 2018 to leverage the 
knowledge and expertise of its mem-
bers to find and share IT-based 
solutions to the opioid crisis. It is 
compiling examples of data-driven A
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Health IT takes a lead 
role in opioid battle
Organizations are exploring innovative uses of data and 
technology to limit prescribing and prevent addiction

initiatives and raising funds for CHIME’s 
Health IT Action Center, a web-based 
repository for healthcare organizations 
seeking resources. The Task Force has 
also partially completed a playbook for 
CIOs, says Turnbull.

However, using technology to 
combat the crisis is still relatively new. 
A KLAS report on opioid management 
published in September found that 
most provider organizations rely mainly 
on their EHR vendor to help them with 
opioid stewardship.

Some enterprising providers are 
taking a more hands-on approach and 
directly applying health IT to address 
opioid prescribing in their organiza-
tions. Many of these initiatives are 
homegrown, using an entity’s own data, 
and are so recent that their effects 
have yet to be determined. But those 
projects in their infancy look promising.

“We realized we needed to see how 
data and IT plays into this,” says 
Alexander Garza, MD, chief quality 
officer at St. Louis-based SSM Health. 
“We’re using data as a platform to 
make cultural change.” 

Mining the EHR
Danville, Pa.-based Geisinger Health 
System is one of the first provider 
organizations to spearhead the use of 
data to assess its opioid prescribing 
habits. Pennsylvania has one of the 
highest death rates from opioid 
overdoses in the nation, according to 
the CDC. 

“About three to four years ago, we 
realized we were prescribing more 
opioids than we should,” says Geising-
er’s Senior Vice President and CIO John 
Kravitz. “So we started using analytics 
to see how much was being prescribed 
and compare prescribers to others in 
the network.”

The health system created a 
provider dashboard linked to its EHR, 
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adds. “We don’t want to be the source 
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role in opioid battle

initiatives and raising funds for CHIME’s 
Health IT Action Center, a web-based 
repository for healthcare organizations 
seeking resources. The Task Force has 
also partially completed a playbook for 
CIOs, says Turnbull.

However, using technology to 
combat the crisis is still relatively new. 
A KLAS report on opioid management 
published in September found that 
most provider organizations rely mainly 
on their EHR vendor to help them with 
opioid stewardship.

Some enterprising providers are 
taking a more hands-on approach and 
directly applying health IT to address 
opioid prescribing in their organiza-
tions. Many of these initiatives are 
homegrown, using an entity’s own data, 
and are so recent that their effects 
have yet to be determined. But those 
projects in their infancy look promising.

“We realized we needed to see how 
data and IT plays into this,” says 
Alexander Garza, MD, chief quality 
officer at St. Louis-based SSM Health. 
“We’re using data as a platform to 
make cultural change.” 

Mining the EHR
Danville, Pa.-based Geisinger Health 
System is one of the first provider 
organizations to spearhead the use of 
data to assess its opioid prescribing 
habits. Pennsylvania has one of the 
highest death rates from opioid 
overdoses in the nation, according to 
the CDC. 

“About three to four years ago, we 
realized we were prescribing more 
opioids than we should,” says Geising-
er’s Senior Vice President and CIO John 
Kravitz. “So we started using analytics 
to see how much was being prescribed 
and compare prescribers to others in 
the network.”

The health system created a 
provider dashboard linked to its EHR, 

using Tableau’s platform, to display the 
volume of opioid prescribing. The 
dashboard identified prescribing 
patterns among the providers and 
flagged several “heavy” prescribers. 
Geisinger then used the information to 
focus on these prescribing outliers and 
instill prescribing best practices.

Opioid prescriptions have declined 
to 22,000 a month across the system 
from 60,000, and the number continues 
to drop. “No one wants to be on the 
high end of opioid prescribing,” says 
Kravitz. “The doctors are very aware of 
the numbers in the dashboard” 
because they are competitive and 
frequently check where they are 
relative to their peers.

The dashboard was implemented in 
tandem with Geisinger’s redesign of its 
surgical program to reduce opioid use 
and improve the patient experience, 
which includes presurgical consults 
alerting patients to the post-operative 
pain levels they’ll experience and the 
provision of alternative pain medica-
tions. That pilot program, launched in 
June 2017 and called ProvenRecovery, 
drove an 18 percent cut in opioid usage 
across the organization, says Kravitz.

On November 15, Geisinger an-
nounced that the program will be rolled 
out across 42 surgical procedures 
impacting approximately 15,000 
surgery cases a year, with the goal of 
reaching 100 surgical specialties by the 
end of 2019.

“We’ve started closing the spigot on 
getting new people addicted,” says 
Kravitz. “It will be instrumental to have 
treatment programs to help [those 
already addicted] get out of it.”

SSM Health is taking a similar 
approach, extracting the data from its 
EHR and creating a heat map col-
or-coded by diagnosis and dose to flag 
outlier opioid prescribers. “The heat 
method was used to develop a 

performance improvement tool,” says 
Garza. “It will become part of a 
dashboard going forward.” SSM is now 
working on how best to share the 
results with prescribers. 

Kravitz recommends that other 
providers dive into prescribing data. 

“This is not rocket science,” he says. 
“We all have the capability to produce 
a dashboard, pull the data and see 
what providers are ordering and how 
big a problem you have. When we saw 
our volume, our eyes were wide open. 
We had no idea.”

Data analytics predict risk
Health IT also can be used to pinpoint 
the patients who are more likely to 
become addicted. 

For example, researchers at the 
University of Colorado Anschutz 
Medical Campus are developing a 
statistical model to better predict 
which hospitalized patients prescribed 
opioids are at higher risk of progressing 
to chronic opioid use after discharge.

They devised a study based on data 
from the EHR used by Denver Health 
Medical Center, an urban safety net 
hospital. They identified patient-specif-
ic variables that were highly associated 
with adoption of chronic opioid therapy 
(COT), such as high opioid requirements 
during hospitalization, receipt of an 
opioid at hospital discharge or history 
of substance use disorder. 

The model correctly predicted future 
COT in 79 percent of the patients and 
no COT correctly in 78 percent of the 
patients. The health system is now in 
the process of validating the statistical 
model in a university hospital setting, 
according to Susan Calcaterra, MD, a 
fellow in addiction medicine at the CU 
School of Medicine and lead author of 
the study.

“It’s pretty clear we’re in an epidem-
ic, and prescribing is part of that,” says 
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Calcaterra. “There are ways to change 
your practice that are beneficial to the 
patient.”

After the model is validated, it can 
be integrated into the health system’s 
EHR. “It runs in the background,” says 
Calcaterra. “As one puts the order for 
an opioid in the computer, information 
is provided to the doctor if the patient 
is at high risk of COT. It presents 
information so you can act on it, such 
as tapering opioids before discharge, 
incorporating pain management to 
decrease the opioids required, and 
talking to the patient about the risks.”

Calcaterra recommends that other 
healthcare entities adopt this kind of 
data analytics. 

“Harnessing EHR data is a new area, 
especially when using machine learning 
to predict things,” she says. “[But] this 
information is already captured in the 
EHR, so it doesn’t take extra work on 
the part of the physician. The goal is 
not to increase the workload of those 
already busy.”

Changing the EHR itself 
Some health systems are tweaking their 
EHRs to limit opioid prescribing. 
University of Utah Health developed an 
algorithm using Fast Healthcare 
Interoperability Resource (FHIR) 
standards that automatically measures 
the morphine equivalent daily dose 
(MEDD) of an opioid and calculates if 
the prescribed dose exceeds the CDC 
recommended amount, says Turnbull.

Previously this measurement was 
performed manually, which takes 
longer and is more prone to error. If an 
order exceeds the MEDD, the algorithm 
sends the clinician an alert showing the 
calculation and measure.

Most EHR vendors have been 
automating this function within the 
past few months, but are not using 
FHIR, which would make MEDD levels 

transportable from EHR to EHR, says 
Turnbull.

Since this change has just been 
deployed, there isn’t enough data yet to 
determine whether or how the alert has 
affected prescribing, but the initial 
reviews are positive. “Doctors have said 
it’s great,” says Turnbull.

SSM Health has established a team 
to review the 5,000 order sets in its EHR 
and identify those that have opioid 
orders baked into them. After these 
have been identified, the team will 
assess from a clinical standpoint 
whether an order set—for a post-Cae-
sarian section, for instance—should be 
revised so it won’t necessarily default to 
an opioid prescription.

“Back in medical school, pain was 
seen as a fifth vital sign,” says Garza. 
“But now we know that pain is man-
ageable, and you don’t necessarily 
need opioids.” The affected order sets 
will be rearranged so that opioids are a 
last resort. “We’re organizing the EHR 
to give clinicians better resources 
regarding pain.”

Another strategy is to improve EHR 
functionality, as planned by the 
Addiction Institute of Mount Sinai and 
Center on Addiction, a new alliance 
announced in October focused on 
younger people with opioid addiction.

“Many substance use programs are 
archaic technologically,” says Yasmin 
Hurd, Ward-Coleman Chair of Transla-
tional Neuroscience at the Icahn 
School of Medicine at Mount Sinai and 
Director of the Addiction Institute of 
Mount Sinai. “We should be advancing 
technological strategies, such as 
looking for biomarkers in the medical 

records and to use genetics to improve 
dosing.”  

Digital pills to monitor opioids
Not all digital data originates in the pa-
tient’s medical record. Boston-based 
Brigham and Women’s Hospital piloted 
a study in 2017 to use “digital pills” to 
track patterns of opioid use of patients 
who received a prescription to take 
oxycodone as needed after treatment 
for acute fractures.

“We wanted a more realistic way to 
see how people use and take the pills,” 
says study senior author Edward Boyer, 
MD, of the division of medical toxicolo-
gy in the Hospital’s Department of 
Emergency Medicine.

The researchers used the etectRx 
ID-Cap system; each pill has a unique 
radiofrequency emitter and a gelatin 
capsule containing an oxycodone 
tablet. When the capsule dissolves, the 
medication is released and the emitter 
energized. The radio signal is read by a 
device worn by the patient and 
transmitted via a smartphone app.

The digital tracking system revealed 
that the patients self-administered 
significantly fewer opioids than 
expected to manage pain, indicating 
that they had been prescribed too 
many. On average the patients 
ingested only six pills even though they 
were given 21, a seven-day supply. Most 
doses were ingested within the first 
three days.

“Opioid analgesics are useful in 
extremely limited doses and an 
extremely limited time,” says Boyer. 
“There are no guidelines on PRN 
dosing. Our approach was to interrupt 
the narrative that people needed 
opioids for a long time. [Studies like 
these can help us] better assess 
people’s response to acute pain.”

Brigham and Women’s Hospital is 
now working to use the digital pills in 

“It’s pretty clear we’re in an 
epidemic, and prescribing is 
part of that ... There are ways to 
change your practice.”

Opioids
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studies with HIV patients, who often 
receive opioids for pain. “If one has 
opioids and HIV there’s not only a risk 
of more severe opioid use but also of 
depression, decreased affect and poor 
HIV adherence,” Boyer says. “The digital 
pills are an indisputable measure of 
ingestion. We’re doing it to figure out 
the intersection [of opioid use] with HIV 
outcomes.”

Electronic prescribing of controlled 
substances (EPCS) is an increasingly 
popular use of health IT to reduce some 
forms of opioid misuse, such as drug 
diversion, prescription forgery and 
doctor shopping. Geisinger, one of the 
early adopters of EPCS, enabled such 
electronic prescribing in August 2017, 
with two-factor authentication via 
cellphone and Bluetooth and an 
encrypted solution for opioids. Some 80 
percent of controlled substances 
prescribed by Geisinger providers are 
now electronically prescribed, says 
Kravitz.

Most of the benefits in using health 
IT to combat opioids are “soft” savings, 
Kravitz says. “We’re more concerned 
about patients not getting addicted.”

However, moving to EPCS sped up 
processing from about 15 to 20 minutes 
per prescription to less than three 
minutes. The increased efficiencies 
resulted in a savings of about $1 million, 
he estimates. 

Enhanced analytics
State prescription drug monitoring 
programs (PDMPs) are becoming more 
effective, thanks in part to advances in 
health IT that integrate state PDMP 
data into the workflow of an EHR or 
pharmacy management system. This 
eliminates the need for users to 
manually log into the PDMP website to 
make a separate query about a 
patient’s opioid use.

“The [integration] software is a 

scalable, efficient and modern way to 
run these databases,” says Rob Cohen, 
president of Louisville, Ky.-based 
Appriss Health, which provides the 
software platform for 43 of the nation’s 
53 PDMPs. 

However, basic PDMPs only list a 
patient’s prescriptions; they don’t 
capture a patient’s complete opioid 
history or analyze the data in the 
PDMP. “So we need to shift the 
response to that as well,” says Cohen.

One of the ways to do so is by using 
a more advanced PDMP solution with 
additional data to make it more useful. 
For example, Appriss Health has 
developed a substance use disorder 
platform called NarxCare that includes 
analytics on additional data, such as 
whether a patient has ever received 
Narcan to reverse an opioid overdose, 
information supplied by the state. 

“Without the additional information,” 
Cohen warns, “say a patient shows up 
in the ED. His PDMP history might be 
zero, but he may have had overdoses 
from illicit opioid use and the physician 
[unwittingly] writes a prescription for 
opioids.”

The NarxCare platform also provides 
a series of clinical risk indictors, or 
scores, built on an algorithm and based 
on a patient’s history in the PDMP, such 
as the number of overlapping prescrip-
tions. The scores serve as awareness 
tools, so a doctor can quickly surmise 
whether she needs to look more deeply 
at the database or ask the patient 
more questions, says Cohen. NarxCare 
will also help prescribers connect 
patients with additional resources, such 
as medication-assisted treatment, if 

needed. 
Nine states have integrated Narx-

Care into their PDMP platform; eight 
more are planning to do so in the near 
future, says Cohen.

North Carolina replaced its home-
grown PDMP with Appriss Health’s 
online portal and added NarxCare to it 
at the urging of several health systems, 
according to Kody Kinsley, deputy 
secretary for Behavioral Health and 
Intellectual Disabilities at the North 
Carolina Department of Health and 
Human Services in Raleigh.  

The state has had 40,000 users of 
NarxCare since it went live on Sept. 19, 
2018; half of those people have used 
the platform daily.

Health systems are also creating 
their own apps to assess and reduce 
the number of opioids patients take. 
Geisinger is integrating data from a 
pain app it developed that measures 
patient-reported pain and other data 
into the dashboard and the patient’s 
medical record. 

“It’s a communication between the 
patient and provider, a way of getting 
away from using opioids for pain 
management,” says Kravitz.

Brigham and Women’s Hospital is 
piloting a study to see whether music 
delivered through an app can help limit 
pain and thus reduce the need for pain 
medication. The app measures a 
patient’s heart rate and alters the 
music to adjust the patient’s mood and 
response, thus relaxing the patient, 
which in turns reduces the patient’s 
anxiety. A patient may then opt out of 
taking a scheduled opioid pill, says 
Boyer. The app has been tested on 60 
people; the researchers are about to 
analyze the data.

Data part of the arsenal Health IT by 
itself won’t halt the opioid crisis. 
“Technology is a tool, one part of the 
puzzle,” says Turnbull. ☐

“It’s a communication between 
the patient and provider, a way 
of getting away from using 
opioids for pain management.” 

Opioids
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Yuri Campbell knows that clinical staff often 
get fearful when they see IT staff dropping 
by to interact. He wants to change all that, 
by demonstrating that IT can help them do 
their jobs better. “My passion in HIT is to help 
our functional partners do their jobs better,” 
Campbell says. “I want to help boost 
productivity and improve outcomes using the 
most cost-effective means available. I want 
our business teammates to almost cheer 
when they see us coming, as they know we 
are there to help them excel in their respec-
tive missions.” With specialties in a variety of 
areas within IT, Campbell as a capability 
development manager within the U.S. Army, 
aims to serve as an HIT futurist for the 
military care system.

On working in HIT
I got into healthcare administration when I 
first joined the military about 20 years ago.  

It wasn’t until around 2005 that I got into 
healthcare information technology when I 
was moved into a project manager role, and 
then as a deputy program manager for an 
enterprise-wide population health informa-
tion system. The project office support team 
really seemed to enjoy their jobs, and I felt 
useful bringing an enhanced capability to 
help streamline a routine business process. 
This was a turning point in my career 
towards the HIT profession.

On diverse roles
I have so many specialties in healthcare IT 
that I am more of a generalist. I have spent 
time as the chief of cyber security; director of 
the Information Management division; Chief 
Innovation Officer; and most recently 
moving into data analytics, telemedicine, 
and AI point of contact for my organization. 
These all serve to help me in my current posi-

It’s always time to innovate

By Fred Bazzoli

Yuri Campbell aims to bring a futurist’s perspective
to his work to deploy HIT for the U.S. Army.

tion as a Health IT Strategist 
to envision and design 
solutions to help my organi-
zation maintain its advan-
tage over competitors.

On innovation
The military health system 
was leading the charge for 
some time in electronic 
healthcare adoption and 
use.  There are lessons we 
need to learn from our 
civilian counterparts on 
using healthcare IT to make 
the goals of the triple aim 
(improved population health, 
lower per capita costs, and 
improving the experience of 
care) a reality.

On IT’s future role
My personal vision is to 
move away from providing IT 
as a commodity, like 
electricity, heating, and 
water, and move towards 
providing business insights 
and recommendations 
aligned with overall organi-
zational strategy. CIOs 
should no longer merely 
focus on “lights on” functions 
and metrics, such as first call 
resolution, desktop standard-
ization and average resolu-
tion times. We should begin 
presenting use cases on how 
emerging technologies can 
help improve the quality of 
care provided, and present 
convincing business case 
analyses of the most 
efficient solutions to help 
manage our costs. If we just 
provide a commodity 
service, we are at risk of 
being outsourced to the 
lowest priced provider. ☐

Executive SessionExecutive Session

Maj. Yuri Campbell
Capability Development Manager 
U.S. Army
Health IT Strategist, Health Readiness Center of 
Excellence, Army Medicine

The Campbell file
•  Fellow, College of Healthcare Information 

Management Executives

•  Fellow, American College of Healthcare 
Executives

•  MBA, Information Technology Management 
from American Public University System

•  Masters, Healthcare Administration, Baylor 
University
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