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Our ActiveCoreSM Platform with its SD-WAN solution allows
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It’s time to bring all your healthcare locations up to speed 
on our Gig-speed network. 
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To learn more about our work with Covenant Healthcare  
visit: https://www.dimins.com/case-studies

Diver Measure Factory™  
Builds Data Trust

Trust Changes Outcomes.

Data integration for interoperability

Data governance and collaboration  
with subject matter experts and  
stakeholders

Off-the-shelf applications with  
editable, embedded measures  
and rules

Ad hoc analysis and  
self-service reporting

Interactive dashboards and scorecards

Clinical, financial, and 
operational analytics

State-of-the-art columnar  
processing engine for speed

Patients who trust their clinicians have better outcomes.  
The same is true for hospitals that trust their data.

Built on the award-winning Diver Platform™ for analytics, 
Measure Factory integrates data from multiple systems, 
platforms, and applications to provide a complete view of 
enterprise data. Measure Factory applies industry-standard 
healthcare rules to create measures for your subject matter 
experts to utilize or customize to meet your unique needs. 
Through collaboration, stakeholders can see historic details  
of how numbers are derived.  
The result is data management in a manner that promotes a  
culture of data sharing, transparency, and integrity = TRUST.

“One of the challenges we’ve always had and where Measure  
Factory will help us is with the source of truth. It can be frustrating 
to ask for a number and get four different numbers back from 
different people. So, leveraging Measure Factory as a single source 
of truth, that truth is going to really give our teams confidence  
in the numbers they are getting.” 
Ken Arnold, Analytics Manager, Covenant Healthcare

003_HDM0918   3 8/14/2018   11:18:48 AM



4   Health Data Management   September 2018  healthdatamanagement.com

Editor’s View

As clinicians see promise in targeted therapies, EHRs 
may help them deliver optimized care for patients. 

Genomics take 
aim at cancer

Giacomina Cassoni lay on her bed, flanked by green 
oxygen tanks. A hose ran from one tank to a mask over 
her nose and mouth, forcing oxygen into her lungs to keep 
her alive. She spotted me looking through the bedroom 
door, and forced a pained smile.

That is my last memory of my grandmother, days 
before she passed away in 1967. There was no evading 

fate when the diagnosis was cancer. We all have similar memories of family and 
friends who have died difficult, often untimely deaths due to cancer.

But herculean research efforts over these past decades are paying off. 
Treatment regimens have been fine-tuned, and there’s reason for hope, even 
when cancer isn’t caught early. Now, clinicians are applying precision medicine 
to the battle.

Our lead story in this issue (page 14) explores how genomic sequencing is 
helping clinicians personalize treatment for patients. It’s critical in determining 
the best treatment for cancer to know the genetic makeup of the tumor and 
understand what mutations are represented.

Leading healthcare organizations are moving precision medicine out of the 
research realm and into treatment of patients, writes Linda Wilson. More can be 
accomplished, she notes—providers aim to be able to use electronic health 
records to contain such information on patients, and to eventually be able to 
share information across systems to advance research into best treatment 
approaches for diseases.

Such data-holding and data-sharing capabilities would go a long way 
toward helping providers get a return on investment on their electronic health 
record systems. On page 27, Maggie Van Dyke explores provider efforts to show 
ROI on their EHR systems. 

—Fred Bazzoli
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Digitalization is among the most far-reaching change  
processes in the healthcare industry. Its potential, how-
ever, is far from exhausted. For example, 50% of patients 
report that relevant information wasn’t available when 
needed1) – even though it exists. 

Drive digitalization in healthcare with eHealth Solutions. 
By connecting different healthcare providers and even 
patients, the IHE-compliant infrastructure supports 
exchanging medical information in cross-institutional, 
regional, and national eHealth structures. You can  
also integrate your patients into their treatment process 
via the dedicated Patient Portal. It allows patients to 
update their data and make appointments online.  
In addition, they can connect their monitoring devices. 

Patients suffering from heart failure, for instance,  
can thus instantly share the measured data via their  
portal. This helps reduce hospital stay – and the clinicians 
involved have access to the data they need.

1  )  www.nationalacademies.org/hmd/Reports/2012/Best-Care-at-Lower-Cost-
The-Path-to-Continuously-Learning-Health-Care-in-America/Infographic.
aspx (last visited April 13, 2018)

eHealth Solutions consists of several products of ITH icoserve technology  
for healthcare GmbH, Innsbruck, Austria. eHealth Solutions products are  
not medical devices and therefore not to be used for diagnostic purposes. 
The products/features/services offering are not commercially available  
in all countries and their future availability cannot be guaranteed due  
to regulatory reasons or otherwise. Please contact your local Siemens 
Healthineers organization for further information.

siemens.com/eHealth-solutions

               Digitalizing healthcare – 
with eHealth Solutions
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Newsline

Medical students and residents are not 
effectively using electronic health 
records because they continue to 
receive insufficient training on the 
systems as part of their formal profes-
sional education.

That’s the contention of the Ameri-
can Medical Association; its House of 
Delegates—has adopted a new policy 
encouraging medical schools and 
residency programs to “design clinical 
documentation and electronic health 
records (EHR) training that provides 
evaluative feedback regarding the 
value and effectiveness of the training, 
and, where necessary, make modifica-
tions to improve the training.”

The nation’s largest physician group 
also wants to see medical schools and 
residency programs “provide clinical 
documentation and EHR training that 
can be evaluated and demonstrated as 
useful in clinical practice” and to 
“provide EHR professional development 
resources for faculty to assure appropri-
ate modeling of EHR use during 
physician-patient interactions.”

The directives are in response to a 
damning report by AMA’s Council on 
Medical Education that documented 
“widespread concerns” about the 
quality of clinical documentation 
training provided to medical students.

Susan Skochelak, MD, the AMA’s vice 

president for medical education, says 
most EHR training focuses on compli-
ance with regulations such as HIPAA.

However, it’s equally important to 
make medical students and residents 
comfortable with EHRs, which they’ll 
use daily, she contends. The AMA wants 
physicians in training to “feel comfort-
able” with the technology and “under-
stand how to make it their own, rather 
than have it be a barrier to patients’ 
care,” adds Skochelak.

So far, the AMA has awarded $12.5 
million in grants to 32 U.S. medical 
schools to develop innovative curricula 
that can ultimately be implemented at 
institutions across the country. 

AMA takes aim at EHR education
Physicians in training need more work on documentation and use of technology. 

By Greg Slabodkin

Interoperability efforts join

EHRs bolster patient safety

Networks

AHA survey

The quest for healthcare data interoperability is 
ramping up as two separate initiatives now have 
teamed to accelerate progress.

CommonWell Health Alliance and Carequali-
ty have expanded information-sharing capabili-
ties between CommonWell members and 
healthcare organizations using the Carequality 
Interoperability Framework. As a result, hospitals 
in either organization can share Continuity of 
Care Documents.

CommonWell Health Alliance, a vendor-led 
organization that embeds interoperability 
services into health information systems, brings 
its 3-year-old health information exchange 
network to the table. Carequality has been 
working on a governance framework that 
enables different networks to link to each other 
in much the same way that the telephone 

Providers are seeing benefits from rising 
utilization of information technology, according 
to data from the American Hospital Association.

The most significant benefits include im-
provements in patient safety and quality of care, 
as well as support for new models of care.

That’s the finding of two briefs recently 
released by the AHA based on results from the 
2016 AHA Annual Survey Information Technolo-
gy Supplement for community hospitals, 
collected from November 2016 to April 2017.

“Hospitals and health systems continue to 
make progress leveraging technology to improve 
patient safety and quality of care,” says Chantal 
Worzala, AHA vice president for health IT and 
policy. “We are also seeing that those engaged 
in new models of care are driving greater 
adoption of advanced health IT functions.”

Hospitals and health systems are increasingly 
using EHRs and other HIT tools to capture clinical 

008_HDM0918   8 8/15/2018   3:54:15 PM
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president for medical education, says 
most EHR training focuses on compli-
ance with regulations such as HIPAA.

However, it’s equally important to 
make medical students and residents 
comfortable with EHRs, which they’ll 
use daily, she contends. The AMA wants 
physicians in training to “feel comfort-
able” with the technology and “under-
stand how to make it their own, rather 
than have it be a barrier to patients’ 
care,” adds Skochelak.

So far, the AMA has awarded $12.5 
million in grants to 32 U.S. medical 
schools to develop innovative curricula 
that can ultimately be implemented at 
institutions across the country. 

AMA takes aim at EHR education
Physicians in training need more work on documentation and use of technology. 

By Greg Slabodkin

Interoperability efforts join

EHRs bolster patient safety

Networks

AHA survey

The quest for healthcare data interoperability is 
ramping up as two separate initiatives now have 
teamed to accelerate progress.

CommonWell Health Alliance and Carequali-
ty have expanded information-sharing capabili-
ties between CommonWell members and 
healthcare organizations using the Carequality 
Interoperability Framework. As a result, hospitals 
in either organization can share Continuity of 
Care Documents.

CommonWell Health Alliance, a vendor-led 
organization that embeds interoperability 
services into health information systems, brings 
its 3-year-old health information exchange 
network to the table. Carequality has been 
working on a governance framework that 
enables different networks to link to each other 
in much the same way that the telephone 

system works.
Carequality participants include a large number 

of vendors along with providers, patients, insurers, 
pharmaceutical firms, health information exchang-
es, public health organizations, record locator 
services and imaging services, among others, says 
Dave Cassel, vice president for Carequality at the 
Sequoia Project, which maintains the federal 
eHealth Exchange, the largest health information 
exchange in the nation.

Participating providers and other stakeholders 
will agree to exchange data via a specific set of 
standards and protocols. These standards basically 
comprise the rules of the road for uniform transmit-
ting and receiving of healthcare data.

The eHealth Exchange will support services to 
the CommonWell and Carequality initiative. 
—Joseph Goedert 

Providers are seeing benefits from rising 
utilization of information technology, according 
to data from the American Hospital Association.

The most significant benefits include im-
provements in patient safety and quality of care, 
as well as support for new models of care.

That’s the finding of two briefs recently 
released by the AHA based on results from the 
2016 AHA Annual Survey Information Technolo-
gy Supplement for community hospitals, 
collected from November 2016 to April 2017.

“Hospitals and health systems continue to 
make progress leveraging technology to improve 
patient safety and quality of care,” says Chantal 
Worzala, AHA vice president for health IT and 
policy. “We are also seeing that those engaged 
in new models of care are driving greater 
adoption of advanced health IT functions.”

Hospitals and health systems are increasingly 
using EHRs and other HIT tools to capture clinical 

information—such as physician and nursing notes, 
test results, prescriptions and problem lists—as well 
as for the monitoring and analysis of patient status 
indicators and outcomes.

“Ninety-seven percent of hospitals and health 
systems report that their health IT systems allow 
electronic clinical documentation of discharge 
summaries, up from 81 percent in 2012; similarly, 
the ability to electronically document diagnostic 
test results increased from 82 percent to 92 percent 
over the same time period,” finds the AHA. 
“Electronic clinical documentation of physician 
notes has increased dramatically with 95 percent 
of hospitals and health systems reporting that 
capability, up from 59 percent in 2012.”

Worzala contends these technologies are also 
“enabling hospitals and health systems to move 
from volume to value, empowering them to offer 
higher quality, more coordinated care and address 
broader population health concerns.”  —G.S. 

FDA tells 
how to use 
EHR data in 
studies
The Food and Drug 
Administration has 
issued guidance on 
using electronic 
health record data in 
clinical investigations.
“EHRs may have the 
potential to provide 
clinical investigators 
and study personnel 
access to real-time 
data for review and 
can facilitate 
post-trial follow-up 
on patients,” the 
agency states.
However, the FDA 
warns that “there are 
opportunities to 
improve data 
accuracy and 
promote clinical trial 
efficiency when EHRs 
are used in clinical 
investigations.”
The FDA’s guidance 
also recommends 
the exchange of 
structured data 
between EHR and 
EDC systems so that 
data may be 
entered once at the 
point of care and 
used many times 
without manual 
reentry or manual 
source data 
verification.
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Newsline

EHRs key to precision med

Mercy centralizing imaging

Precision medicine

Radiology

As the National Institutes of Health looks to 
recruit a million or more participants for the 
Precision Medicine Initiative’s All of Us research 
program, getting volunteers to contribute their 
electronic health records is one of the biggest 
challenges confronting the national cohort.

“One of the data types that’s going to be one 
of the most essential to precision medicine is 
going to be information from electronic health 
records,” said Stephanie Devaney, the program’s 
deputy director, in a recent hearing before a 
House health subcommittee.

According to Devaney, a nationwide network 
of 10 large healthcare provider organizations 
(HPOs) is helping to enroll participants in NIH’s 
All of Us research program, as well as to gather 
their medical records, health data and biospeci-
mens. The agency is looking to leverage EHRs at 

HPOs including regional and national medical 
centers, community health centers and those 
operated by the Department of Veterans Affairs.

Francis Collins, MD, director of NIH, told 
lawmakers that since the national launch of All 
of Us on May 6 more than 86,000 volunteers 
“have signed up to contribute their health data 
in many ways over many years.” Collins noted 
almost 50 percent of those participants are from 
racial and ethnic groups who have not histori-
cally been included in biomedical research.

“In 2019, we plan to open a secure portal to give 
researchers access to All of Us data in a de-identi-
fied format with exceptional security,” he added. 
“With every new person enrolled, every biological 
sample preserved, every [EHR] collected…this data 
will hold more and more promise for advancing 
human health. —Greg Slabodkin

The move by St. Louis-based Mercy to imple-
ment an enterprise imaging platform aims to 
improve the efficiency of its radiologists, while 
enabling the four-state health system to handle 
the expanding use of imaging technologies.

Those needs are massive—over the past 10 
years, the organization has amassed 25 million 
imaging exams, encompassing 800 TB of storage.

Over the next year, Mercy plans to transition 
its images from a vendor-neutral archive to the 
Visage 7 Open Archive. When the transition is 
completed, it’s expected to be one of the largest 
medical imaging archives in North America.

Mercy expects to gain numerous benefits from 
the transition, says Larry Aubry, vice president of 
business partnerships within Mercy Technology 
Services, the IT consulting and services arm of 
the delivery system. Radiologists, for example, will 
be able to more quickly access all of a patient’s 
past imaging exams from the platform.

Speed of access to imaging studies was being 
hampered by Mercy’s previous approach, which 
involved using nine separate legacy picture 
archiving and communications systems—it will 
assimilate a 10th PACS when it completes acquisi-
tion of another hospital in the next few months.

The new platform also will enable Mercy to 
scale in anticipation of future growth, both of the 
delivery system and as Mercy Technical Services 
offers technical services to healthcare organiza-
tions that contract with it. And it will enable the 
organization to take in and distribute images from 
other specialties, such as cardiology and ophthal-
mology, says Toni Dudley, executive director of 
clinical systems for Mercy Technology Services.

Once the transition is complete, expected by 
third quarter 2019, the Visage platform will 
enable radiologists to instantly view images 
from a single platform on a variety of viewing 
devices. —Fred Bazzoli

Virginia 
platform 
links ED 
data 
Virginia has launched 
a program to 
connect all the 
state’s emergency 
departments to 
ensure patient data 
can be shared in 
near real time.
The communication 
and collaboration 
platform—called 
Emergency Depart-
ment Care Coordina-
tion (EDCC) Pro-
gram—is the first of 
its kind in the country 
to link EDs statewide. 
The initiative also 
integrates the state’s 
Prescription Monitor-
ing Program and the 
Advance Healthcare 
Directive Registry.
Utah-based Collective 
Medical Technologies 
is the vendor for the 
data-sharing platform. 
Last year, the Virginia 
General Assembly 
established the EDCC 
Program within the 
Virginia Department 
of Health, which 
contracts with 
ConnectVirginia—the 
statewide health 
information ex-
change—to operate 
the EDCC Program.
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Washington Report

Many healthcare providers are holding 
medical records hostage by denying 
patients access to their own health 
data, contends CMS Administrator 
Seema Verma.

“The use of electronic health records 
has merely replaced paper silos with 
electronic ones, while providers—and 
the patients they serve—still have 
difficulty obtaining health records,” 
Verma said in a speech at the Com-
monwealth Club of California.

Improving the mechanisms by which 
electronic health information is 
exchanged thus becomes one of the 
main levers to give patients better 
access to data, she contends.

“We must drive our system to an 
interoperable one where IT systems 
work seamlessly with each other, just as 
cell phones work today,” Verma says. 
“This will allow patients to take their 
data with them as they move through 
the healthcare system and ensure that 
their providers have all of the informa-
tion possible to make the right diagno-
sis and treatment for their patients.”

In March, CMS announced the 
MyHealthEData initiative to give 
patients control of their health data.

According to Verma, CMS is “using 
every lever” it can to “make it clear that 
the patient owns their data and they 
must have access to their information.” 

Toward that end, she said the agency 
has proposed both penalties and 
incentives for providers to ensure that 
the healthcare industry “takes the 
Trump administration seriously.”

As part of the MyHealthEData 
initiative, CMS is leveraging HL7’s Fast 
Healthcare Interoperability Resources 
(FHIR) standard and OAuth 2.0 security 
profiles so Medicare beneficiaries can 
access and share their claims data in a 
universal digital format.

She said CMS is releasing Medicare 
Advantage datasets and in 2019 the 
agency expects to make Medicaid and 
Children’s Health Insurance Program 
data available as well.  

Verma: Providers deny patients data
Interoperability of EHRs essential to ensure consumers have info to make decisions. 

By Greg Slabodkin

Washington Report

Administrative toll remains 

AI takes aim at VA data 
Artificial intelligence

Providers face a slew of administrative burdens 
including federal regulations that are increasing 
healthcare costs and negatively affecting the 
value of health information technology.

That’s the consensus of industry experts who 
testified before a Senate health committee 
hearing on how to cut administrative spending

Widespread adoption of electronic health 
records was supposed to reduce the duplication 
of tests and diagnostic procedures, says Robert 
Book, a health economist and advisor to the 
American Action Forum think tank. However, the 
administrative cost of adopting these systems 
has been incurred by providers.

Sen. Lamar Alexander (R-Tenn.), chairman of 
the Senate health committee, noted in the 
hearing that administrative costs account for 8 
percent of the nation’s healthcare spending vs. 

The Department of Energy is leveraging 
high-performance computing and artificial 
intelligence to analyze the electronic health 
records—and other data—of more than 24 
million veterans in an effort to improve their 
healthcare by developing new treatments and 
preventive strategies.

Suicide prevention, prostate cancer and 
cardiovascular disease are the three priority 
areas for this AI-driven Big Data Science 
Initiative (BDSI) designed to help accelerate 
medical breakthroughs.

Under BDSI’s Million Veterans Program-Com-
putational Health Analytics for Medical Preci-
sion to Improve Outcomes Now, the DOE and 
VA are creating a scientific computing environ-
ment that will house and provision data to 
researchers nationally, including access to the 
VA’s EHRs that span two decades.

EHRs
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Toward that end, she said the agency 
has proposed both penalties and 
incentives for providers to ensure that 
the healthcare industry “takes the 
Trump administration seriously.”

As part of the MyHealthEData 
initiative, CMS is leveraging HL7’s Fast 
Healthcare Interoperability Resources 
(FHIR) standard and OAuth 2.0 security 
profiles so Medicare beneficiaries can 
access and share their claims data in a 
universal digital format.

She said CMS is releasing Medicare 
Advantage datasets and in 2019 the 
agency expects to make Medicaid and 
Children’s Health Insurance Program 
data available as well.  

Verma: Providers deny patients data
Interoperability of EHRs essential to ensure consumers have info to make decisions. 

By Greg Slabodkin

Washington Report

Administrative toll remains 

AI takes aim at VA data 
Artificial intelligence

Providers face a slew of administrative burdens 
including federal regulations that are increasing 
healthcare costs and negatively affecting the 
value of health information technology.

That’s the consensus of industry experts who 
testified before a Senate health committee 
hearing on how to cut administrative spending

Widespread adoption of electronic health 
records was supposed to reduce the duplication 
of tests and diagnostic procedures, says Robert 
Book, a health economist and advisor to the 
American Action Forum think tank. However, the 
administrative cost of adopting these systems 
has been incurred by providers.

Sen. Lamar Alexander (R-Tenn.), chairman of 
the Senate health committee, noted in the 
hearing that administrative costs account for 8 
percent of the nation’s healthcare spending vs. 

only 1 percent to 3 percent in other countries.
According to Alexander, the federal govern-

ment has paid $38 billion in incentives to get 
providers to implement EHRs under meaningful 
use, while instituting “specific requirements for 
how doctors must use the systems” and penaliz-
ing them when they do not comply. EHRs “have 
ended up being something physicians too often 
dread, rather than a tool that’s useful.”

David Cutler, an economics professor at 
Harvard University, told lawmakers that provid-
ers spend a lot of time, effort and money pulling 
information from EHRs and putting them in a 
format suitable for pay-for-performance 
calculations. However, he said, technologically 
there is no reason EHRs cannot interface with 
billing systems or automatically submit informa-
tion for quality assessment.  -G.S. 

The Department of Energy is leveraging 
high-performance computing and artificial 
intelligence to analyze the electronic health 
records—and other data—of more than 24 
million veterans in an effort to improve their 
healthcare by developing new treatments and 
preventive strategies.

Suicide prevention, prostate cancer and 
cardiovascular disease are the three priority 
areas for this AI-driven Big Data Science 
Initiative (BDSI) designed to help accelerate 
medical breakthroughs.

Under BDSI’s Million Veterans Program-Com-
putational Health Analytics for Medical Preci-
sion to Improve Outcomes Now, the DOE and 
VA are creating a scientific computing environ-
ment that will house and provision data to 
researchers nationally, including access to the 
VA’s EHRs that span two decades.

“The VA has a unique dataset of medical 
records, whole genomes and imaging data that 
is one of the most comprehensive in dimensions 
of time, scale and breadth, and—in many 
aspects—this dataset is considered to be the 
largest and most comprehensive in the world,” 
says Dimitri Kusnezov, chief scientist of DOE’s 
National Nuclear Security Administration.

In addition, the initiative will tap into non-VA 
sources of data from the Department of 
Defense, Centers for Medicare and Medicaid 
Services and the Center for Disease Control’s 
National Death Index.

Nonetheless, according to Kusnezov, the 
United States is currently the only country with 
the ability to bring together a health database 
of this size with supercomputers and analytics 
capabilities that can “push the frontiers of 
computing and artificial intelligence.”-G.S. 

FCC OKs 
Connected 
Care Pilot
The Federal Commu-
nications Commis-
sion has approved 
$100 million for the 
Connected Care Pilot 
Program to support 
remote telehealth 
technology for 
low-income and rural 
Americans. The 
program was 
proposed to improve 
health outcomes and 
cut costs. 
“Low-income 
Americans, particu-
larly in rural areas, 
face obstacles to 
healthcare, and I’m 
glad the FCC is 
doing its part to help 
bridge this doctor 
divide,” said FCC 
Commissioner 
Brendan Carr.
“We’re exploring a 
program to promote 
the use of broad-
band-enabled 
telehealth services 
among low-income 
families and veterans, 
with a focus on 
services delivered 
directly to patients 
beyond the doors of 
brick-and-mortar 
healthcare facilities,” 
said FCC Chairman 
Ajit Pai.

EHRs
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By Linda Wilson

As part of the pre-appointment activities before an 
annual physical, patients at NorthShore University 
HealthSystem complete an electronic risk-assessment 
questionnaire to determine if genomic testing for 
certain inherited cancers, cardiovascular diseases or 
other medical conditions is appropriate for them.

The four-hospital health system, located in an 
affluent suburban area north of Chicago, targets 
diseases where there are “clinical actions that could 
be done to improve care,” says Peter Hulick, MD, 
director of the center for personalized medicine at 
NorthShore. Examples include breast or colon cancers 
for which preventive screening is available or lipid 
disorders for which diet, exercise and statins are 
routinely prescribed.

Since NorthShore launched the program in March 
2017, more than 60,000 patients have completed the 
risk-assessment questionnaire, and several hundred 
have had genomic testing, which primary-care 
providers order via the electronic medical record.

NorthShore is among a small but growing number 
of health systems that have precision medicine 
programs incorporating genomic sequencing at the 
point of care. Daryl Pritchard, senior vice president of 
science policy at the Personalized Medicine Coalition, 
an advocacy group, says providers with these pro-
grams include both academic medical centers and 
community health systems. Pritchard says the 
Personalized Medicine Coalition is conducting survey 

research to learn more about these programs.
Many health systems or academic medical centers 

started their work with genomic medicine on the 
research side of the house. But now, “we’re in the 
phase where the results of that research are in,” 
Pritchard says. “They’re looking at the value that it has 
in clinical care and to their bottom line.”

While genetic counseling and testing have been a 
part of medical care for decades, particularly for 
neonatal and newborn care and, more recently, breast 
and other cancers, adding DNA sequencing and 
analysis to personalized medicine programs that are 
available broadly has occurred more recently as 
sequencing prices have dropped, scientific knowledge 
has increased and consumer interest has mush-
roomed.

It took 13 years and $3 billion to sequence the first 
human genome—a project completed in 2003—com-
pared with $1,000 today. Tests that look at targeted 
gene panels, such as for breast and ovarian cancer, 
cost less.

The science also has advanced rapidly. Researchers 
have uncovered more than 3 million genetic varia-
tions, many of which may be involved in either 
inherited risk for disease or biological reactions to 
medications, according to the National Institutes of 
Health.

Meanwhile, the availability of direct-to-consumer 
tests, such as 23andMe, has fueled patients’ curiosity 

about their genetic makeup and what it might mean about 
their inherited risk for diseases.

To respond, health systems have added new offerings, 
including consumer-driven full genome sequencing, targeted 
tests for patients with a family history of an inherited disease, 
and pharmacogenomics, which studies how specific genetic 
variants impact people’s biological response to medications.

Despite the enthusiasm for such programs, however, 
challenges to widespread adoption remain, including getting 
payer reimbursement for testing, scaling programs to reach 
large numbers of consumers, recruiting physicians and 
counselors with expertise in genetics, and integrating test 
results and associated decision-support tools into electronic 
health records.

PHOTOGRAPH BY JEFF SCIORTINO

Providers begin to use 
genomic testing in 
mapping patient care
As consumer interest rises and prices fall, DNA sequencing and 
analysis are integrated into personalized medicine programs.
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about their genetic makeup and what it might mean about 
their inherited risk for diseases.

To respond, health systems have added new offerings, 
including consumer-driven full genome sequencing, targeted 
tests for patients with a family history of an inherited disease, 
and pharmacogenomics, which studies how specific genetic 
variants impact people’s biological response to medications.

Despite the enthusiasm for such programs, however, 
challenges to widespread adoption remain, including getting 
payer reimbursement for testing, scaling programs to reach 
large numbers of consumers, recruiting physicians and 
counselors with expertise in genetics, and integrating test 
results and associated decision-support tools into electronic 
health records.

Pharmacogenomics
Pharmacogenomics is one area in genetic and genomic 
medicine that is expanding rapidly.

The field looks at how people metabolize medications, 
move them in and out of the bloodstream and bind them to 
a target in the body. As Pritchard explains, pharmacogenom-
ics “focuses on what is an effective medicine and what is an 
effective dose as well as a safe dose.”

So far, pharmacogenomics researchers have produced the 
most evidence about which genetic variants are associated 
with how fast or slow people metabolize different medications.

NorthShore launched its pharmacogenomics program in 
March 2015, according to Henry “Mark” Dunnenberger, the 
program’s director, who joined the health system in 2014 after 

PHOTOGRAPH BY JEFF SCIORTINO
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Providers begin to use 
genomic testing in 
mapping patient care
As consumer interest rises and prices fall, DNA sequencing and 
analysis are integrated into personalized medicine programs.
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completing a pharmacy residency in 
pharmacogenomics at St. Jude 
Children’s Research Hospital.

About 3,000 patients have taken 
NorthShore’s pharmacogenomics 
testing, which analyzes 20 genes and 
120 places within the DNA, Dunnen-
berger says. Patients pay $225 directly 
for the testing and are responsible for 
following up with their insurance plans 
about possible reimbursement.

Nearly all patients—or 98 percent—
have at least one variant in their DNA 
that corresponds to a specific medica-
tion; many have two, three or four 
variants, he says. The test covers nearly 
92 medications—a number that grows 
as new evidence is discovered—includ-
ing those for heart disease, depression, 
pain management, epilepsy, gastroin-
testinal disorders and other conditions.

Even if a variant is not associated 
with potentially life-threatening 
adverse drug events, the information in 
the pharmacogenomics testing still 
helps improve clinical outcomes, such 
as those based on choices among a 
class of depression medications known 
as selective serotonin reuptake 
inhibitors, or SSRIs.

This is a promising clinical area 
because between 30 percent and 50 
percent of patients do not respond to 
the first antidepressant they try, 
prolonging the amount of time it takes 
for them to feel better. “We can begin 
to pick and choose within that drug 
class,” Dunnenberger says. “That is 
what makes this really powerful.”

Physicians order the pharmacog-
enomics test for their patients via the 
EHR. Patients then watch a four-minute 
web-based educational video about 
the test and results. A test kit, involving 
a cheek swab, is sent to patients’ 
homes, which they complete and send 
back to NorthShore. The health system 
analyzes the sample at its in-house 

molecular lab, and Dunnenberger and 
other staff members also review the 
results. Patients and physicians both 
receive a PDF report explaining the 
results in terms of drugs to avoid and 
drugs to use with caution.

Working with ActX, a vendor of 
genomic testing and decision support 
tools, NorthShore integrated the test 
results into its EHR as discrete variables 
that are tied to clinical decision 
support.

For patients with pharmacogenom-
ics test results in the EHR, providers will 
be able to click on a link to see a list of 
problematic medications.

Sometimes the issue could lead to a 
life-threatening drug reaction. In those 
cases, providers will see a popup alert if 
they try to order the medication. Blood 
thinners, such as Coumadin and Plavix, 
are medicines in this category. If 
patients metabolize the medications 
too slowly, they could be at risk for 
bleeding problems. But if they metabo-
lize the medications too quickly, they 
could be at risk for blood clots.

Like NorthShore, Inova Health 
System focuses on blood thinners for 
one piece of its pharmacogenomics 
program.

Rapid DNA testing
Plavix, a common antiplatelet drug, 
isn’t appropriate for everyone. Indeed, it 
does not work effectively for about 30 
percent of patients.

This was a problem for patients 
admitted to Inova’s cardiac catheter-
ization laboratory, often after a heart 
attack, because they need to start 

taking an anticlotting drug immediate-
ly. They do not have the luxury of 
waiting for results to come back from 
an outside genomic sequencing lab, 
which can take days or weeks.

That is why Inova purchased rapid 
testing technology from Spartan 
Bioscience, which focuses on DNA 
variants involved in metabolizing some 
common medications, including Plavix. 
The Spartan technology is located 
inside the cath lab, making it easy to 
obtain a cheek-swab sample from 
patients as soon as they arrive for their 
procedure.

“We put it in the machine, and by 
the time the cardiologist is done, we 
know if [patients] should get Plavix or 
one of the other medications,” says 
John Deeken, MD, a medical oncologist 
and COO of Inova’s Translational 
Medicine Institute, a genomic research 
lab that is part of Inova’s Center for 
Personalized Health.

Since Inova began the initiative in 
2017 to screen patients before prescrib-
ing Plavix, it has tested hundreds of 
patients, Deeken says.

Inova applies pharmacogenomics in 
other areas of the health system, too. It 
offers a broad panel covering several 
dozen medications for free to all 
newborns born at one of its hospitals. 
Since it began the program two years 
ago, Inova has tested 15,000 newborns.

“We think this should be the 
standard of care,” Deeken says. “We are 
trying to change the field, change the 
mind-set, change the way we treat 
patients by incorporating [genomic 
medicine] on Day 1,” he says.

The test results are shared with 
newborns’ parents and pediatrician of 
record and are added to Inova’s 
electronic medical record.

As far as Inova executives are aware, 
none of the babies have had a reason 
to use the information contained in the 

“We can begin to pick and 
choose within that drug class 
... that is what makes this really 
powerful.”

Genomics
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reports. But the reports could be useful 
not only in adulthood but also in 
childhood for a variety of reasons. One 
example is codeine, which is sometimes 
given to treat pain in children, particu-
larly after an injury or surgical proce-
dure. However, if they metabolize 
codeine too quickly, it could lead to 
some life-threatening consequences, 
such as respiratory distress. If, on the 
other hand, they metabolize codeine 
too slowly, they might not get the pain 
relief they need.

Inova also offers a comprehensive 
pharmacogenomics panel, called 
MediMap Plus, as well as specialized 
panels, such as MediMap Mind, 
MediMap ADHD and MediMap Heart.

Inova analyzes the genetic material 
at its in-house lab, and then contracts 
with Translational Software to turn test 
results into usable information for 
providers. Translational Software 
pushes the results into Inova’s EHR as a 
lab report and provides decision- 
support to alert physicians when they 
are treating a patient who has a 
pharmacogenomics profile.

“Having the knowledge base to 
interpret those results and tell you what 
they mean and, therefore, what drugs 
are impacted by those results is sort of 
the secret sauce,” Deeken says. He also 
noted that the scientific evidence in 
pharmacogenomics is changing 
quickly, and Translational Software 
revises its product as necessary to keep 
Inova’s personalized medicine program 
up to date.

But adding precision medicine, 
including genomics, at the point of care 
is not easy. Inova, NorthShore and 
other health systems have had to 
overcome numerous hurdles before 
launching these programs.

Building scale
One issue is how to scale the programs 

to reach more patients, given the fact 
that the demand for expertise in 
genetics and genomics exceeds the 
supply of practitioners.

In the United States, there are just 
under 3,000 board-certified physicians 
in genetics and genomics, but many of 
those providers are primarily involved 
in research and not direct patient care, 
according to Charis Eng, MD, chair-
woman of the Genomic Medicine 
Institute and director of the Center for 

Personalized Genetic Healthcare at the 
Cleveland Clinic.

Similarly, there are not nearly 
enough genetic counselors—4,242 in 
2017—to keep pace with rising demand, 
according to a study published in the 
February 2018 issue of the Journal of 
Genetic Counseling. The study’s 
authors projected that supply and 
demand for genetic counseling would 
reach equilibrium sometime between 
2024 and 2030.

That is why the Cleveland Clinic is 
adopting an array of digital strategies 
to expand the reach of its genetics and 
genomics experts.

Providers at the Cleveland Clinic’s 
Center for Personalized Genetic 
Healthcare, the clinical arm of the 
Genomic Medicine Institute, log about 
6,000 outpatient visits annually. 
Currently, five physicians, 12 counselors 
and one pharmacist work at the Center 
for Personalized Genetic Healthcare, 
which plans to add three physicians 
and three genetic counselors to the 
staff in 2018.

“There are not enough of us. We 
cannot train fast enough. The supply is 

tiny and the demand is huge and 
exponentially growing,” says Eng, who 
also is a professor and vice chair of 
genetics department at the Case 
Western Reserve University School of 
Medicine. She was recruited by the 
Cleveland Clinic in 2005 to launch its 
Genomic Medicine Institute.

More recently in May, the Cleveland 
Clinic hired David B. Flannery, MD, as 
director of telegenetics and digital 
genetics. Flannery, who had been 
medical director of the American 
College of Genetics and Genomics, is 
leading the Cleveland Clinic’s efforts to 
incorporate digital strategies into 
genetic and genomic medicine.

He is expanding the clinic’s use of 
telemedicine consults—a service the 
Center for Personalized Genetic 
Healthcare launched in 2016. For 
example, the Cleveland Clinic hired a 
medical geneticist in Miami who sees 
patients in Cleveland using “flip” 
telemedicine. In these cases, patients 
sitting in an exam room in Cleveland 
consult with the out-of-town physicians 
using telemedicine. And a second 
geneticist, near Detroit, will begin 
offering flip telemedicine consultations 
later this year.

The Center for Personalized Genetic 
Healthcare also is investigating the use 
of chatbot technology to discuss results 
with patients who do not have positive 
findings in their genomic tests. “You 
don’t need a board-certified genetic 
counselor to call up the negative 
cases,” Eng says. “You can fire off this 
chatbot to the patient and it will go 
through the algorithm of post-test 
genetic counseling.”

The Cleveland Clinic is working with 
a software vendor and hopes to launch 
the program this year.

Another digital offering in develop-
ment is an eConsult. The idea is that 
physicians would request a consultation 

“Having the knowledge base to 
interpret those results and tell 
you what they mean ... is sort of 
the secret sauce.”

Genomics

with a geneticist about a patient’s case 
rather than simply referring the patient 
to the Center for Personalized Genetic 
Healthcare. The clinic wants to create a 
structured process, which would ensure 
that a summary of the consult is 
incorporated into the patient’s elec-
tronic record, Eng says.

NorthShore University HealthSystem 
also has tapped into information 
technology to expand the reach of 
genetic and genomic medicine, such as 
its pharmacogenomics program.

When it launched the pharmacog-
enomics program initially, patients 
scheduled an appointment with 
Dunnenberger to get the testing. “What 
we found out is that I can see 10 to 15 
patients a week and have a waiting list 
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tiny and the demand is huge and 
exponentially growing,” says Eng, who 
also is a professor and vice chair of 
genetics department at the Case 
Western Reserve University School of 
Medicine. She was recruited by the 
Cleveland Clinic in 2005 to launch its 
Genomic Medicine Institute.

More recently in May, the Cleveland 
Clinic hired David B. Flannery, MD, as 
director of telegenetics and digital 
genetics. Flannery, who had been 
medical director of the American 
College of Genetics and Genomics, is 
leading the Cleveland Clinic’s efforts to 
incorporate digital strategies into 
genetic and genomic medicine.

He is expanding the clinic’s use of 
telemedicine consults—a service the 
Center for Personalized Genetic 
Healthcare launched in 2016. For 
example, the Cleveland Clinic hired a 
medical geneticist in Miami who sees 
patients in Cleveland using “flip” 
telemedicine. In these cases, patients 
sitting in an exam room in Cleveland 
consult with the out-of-town physicians 
using telemedicine. And a second 
geneticist, near Detroit, will begin 
offering flip telemedicine consultations 
later this year.

The Center for Personalized Genetic 
Healthcare also is investigating the use 
of chatbot technology to discuss results 
with patients who do not have positive 
findings in their genomic tests. “You 
don’t need a board-certified genetic 
counselor to call up the negative 
cases,” Eng says. “You can fire off this 
chatbot to the patient and it will go 
through the algorithm of post-test 
genetic counseling.”

The Cleveland Clinic is working with 
a software vendor and hopes to launch 
the program this year.

Another digital offering in develop-
ment is an eConsult. The idea is that 
physicians would request a consultation 

with a geneticist about a patient’s case 
rather than simply referring the patient 
to the Center for Personalized Genetic 
Healthcare. The clinic wants to create a 
structured process, which would ensure 
that a summary of the consult is 
incorporated into the patient’s elec-
tronic record, Eng says.

NorthShore University HealthSystem 
also has tapped into information 
technology to expand the reach of 
genetic and genomic medicine, such as 
its pharmacogenomics program.

When it launched the pharmacog-
enomics program initially, patients 
scheduled an appointment with 
Dunnenberger to get the testing. “What 
we found out is that I can see 10 to 15 
patients a week and have a waiting list 

of eight to 12 weeks. That is not really 
meeting the needs of our patients and 
providers, so we had to come up with a 
new way to test patients quicker and 
still deliver high-quality care,” Dunnen-
berger says.

By integrating the process with the 
Epic EHR, primary care providers now 
can order the test on behalf of their 
patients. Since implementing the 
revised program in 2017, NorthShore 
has increased the number of patients 
tested each month from 40 to 100.

Reimbursement issues
Convincing payers to cover the cost of 
testing is another challenge.

“Payers are just looking for evidence 
at this point that this is going to save 

money; that these tests are valuable; 
that they are going to be clinically 
effective and improve patient out-
comes,” Pritchard says.

Reimbursement is one reason 
NorthShore developed its risk assessment 
tool. In cases where the tool indicates the 
potential of an inherited gene variant, 
payers typically will pay for a limited 
genomic panel targeted at a specific 
disease or group of diseases. “Most of our 
patients—more than 90 percent—are 
getting this covered,” Hulick says.

If patients want a comprehensive 
test, which NorthShore calls the 
Healthy Gene Panel, they pay $475 
out-of-pocket. The panel tests for 
variants in the DNA of more than 130 
different genes. □
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By Diana Manos

More healthcare providers are relying 
on computer-assisted coding soft-
ware in the wake of the shift to the 
ICD-10 coding system nearly three 
years ago. 

The transition from ICD-9 to 
ICD-10 prompted vendors to come 
out with CAC systems in an effort to 
improve documentation, while 
integrating them with electronic 
health records, says Dan Zeitner, an 
analyst for KLAS and co-author of a 
2016 report on the technology, which 
culls through physicians notes to 

ensure the right codes are submitted 
to payers for billing.

The change in coding systems back 
in 2015 was momentous, because 
ICD-10 employs multiple times more 
codes, with more specificity in descrip-
tion, than ICD-9. The long-awaited shift 
occurred that year after many delays 
by the federal government requiring its 
use.

CACs work with a natural language 
processing engine, which when used 
with the right algorithm can aid in 
finding potential missed reimbursement 

opportunities that can add up to 
millions of dollars for organizations in 
the course of a year, Zeitner says. 

In 2016, CAC vendors were still trying 
to hone their technology, but the state 
of the art has advanced substantially in 
the past two years. “We are seeing 
about a 90 percent accuracy rate in 
the codes assigned, and a lot more 
enhancements,” Zeitner says. 

KLAS is seeing a shift in patient 
coding away from outsourcing coding 
to using CAC programs, particularly 
because of recent advancements in A
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Coding gets an
automated assist
Facing ICD-10’s complexity, coders are increasingly
getting a hand from computers to do their work.
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integration between clinical documen-
tation and CAC programs, Zeitner says. 
This, in addition to training and 
implementation, enables coders and 
clinicians to work together to steadily 
improve the coding and documentation 
that leads to increased reimbursement.

Providers say the key is to look 
beyond the technology to find a CAC 
vendor that will work with the provider 
throughout the training and implemen-
tation process, and is committed to 
communicating well and sharing best 
practices, KLAS says.

KLAS monitors CAC products by 
offering data live via online reports to 
any provider organization willing to 
respond to a survey on the CAC product 
it is currently using, according to Zeitner. 
The survey takes about 20 minutes to 
complete. KLAS’s next CAC report is 
expected out early next year, he says.

Sarah Humbert, coding and compli-
ance manager at KIWI-TEK, says she 
has continued to see the trend among 
hospital and facility clients to imple-
ment total EMR/billing systems, rather 
than multiple or separate systems.

According to Cathy Brownfield, chief 
operating officer of www.TrustHCS.com, 
CAC systems require a lot of time and 
patience in the implementation phase 
to calibrate software for the specific 
use at each organization. “Coders take 
on an auditing or validation role for 
codes presented by the CAC software,” 
she says. “As our industry’s focus moves 
from quantity to quality, we are seeing 
more emphasis being put on complete 
coding and documentation in the 
physician practice.”  

Susan Gatehouse, CEO of Axea 
Solutions, says in theory CAC sounds 
great, but it’s shortsighted to believe 
software by itself could completely 
replace a human. “It can help, but 
patience is key,” she says.

Gatehouse contends that many 

hospitals tried CAC software when it 
was first available, but they gave up on 
it too soon. It takes time for human 
coders to review the codes and teach 
the system to recognize the diagnoses. 
Systems typically assign too many 
codes at first, but they get better over 
time as they learn to better interpret the 
verbiage used by clinicians, she says.

CAC has become more sophisticat-
ed since 2015, Gatehouse notes. She 
predicts that many of the hospitals that 
stopped using CAC could return to it, 
and if they are patient, they will find 
the “tool really works for them.”

Below is a list of some of the leading 
CAC technology companies.

3M Health Information Systems 
3M software combines coding references 
with natural language processing technolo-
gy, automatically suggesting codes to 
integrate with clinical documentation 
improvement. The NLP technology enables 
coders to review autosuggested codes and 
helps them build a rich data library, useful 
for future coding. 

Care Communications
Care Communications works with hospitals 
and health systems nationally to address 
coding vacancies, to improve coding quality, 
enhancing clinical documentation, imple-
menting RAC and MS-DRG solutions, 
redesigning processes to implement electron-
ic records or enhancing leadership skills.

Dolbey Systems
Dolbey offers healthcare software solutions 
for healthcare dictation, medical transcrip-
tion, speech recognition, computer-assisted 
coding and clinical documentation improve-
ment. Dolbey’s voice and text solutions help 
to facilitate a collaborative workflow process. 
The company says its Fusion product 
increases productivity by using patented 
machine learning technology.

EzData 
ezData Intelligence (ezDI) technology 
integrates clinical data along with all patient 
data together in one enterprise CAC 
platform. ezCAC aims to improve coding 
accuracy, efficiency and productivity, 
empowering coders to make faster, 
better-informed coding decisions that 
simplify and streamline coding processes.

M*Modal
M*Modal’s Fluency for Coding is a cloud-
based enterprise coding platform focused 
on making efficient workflows as a 
foundation to drive coding productivity and 
quality. It features CAC with Fluency Reveal 
(NLU/CAC), Fluency Coding Bridge and 
integration with M*Modal’s CDI Collaborate, 
leveraging the company’s natural language 
understanding technology. 

Navigant
Navigant brings together more than 700 
consulting professionals and industry thought 
leaders to assist health systems, physician 
organizations, payers and life sciences 
companies in designing, developing and 
implementing integrated, technology-en-
abled solutions for healthcare organizations. 
It uses an interdisciplinary approach drawing 
on experience from healthcare executives, 
clinicians and physicians.

nThrive 
nThrive’s solutions include medical coding 
software and outsourcing services, health 
information management outsourcing and 
technology, medical transcription services, 
oncology data management and clinical 
documentation improvement. Its solutions 
combine technology, advisory services, 
outsourcing and education designed to 
integrate clinical and financial operations. 

Nuance 
Nuance Clintegrity Coding improves coder 
efficiency and optimizes quality for accurate 
ICD-10 coding by bringing together tools to 
accurately review, analyze, code and audit 
inpatient and outpatient claims within a 
single platform. It provides programs for 
facilities and physician practices, in addition 
to software that addresses compliance, 
abstracting and enhanced workflow.

Optum 
Optum 360 provides CAC programs for 
hospitals and physician practices. It links 
codes to clinical documentation for an 
improved audit trail and helps organizations 
resolve claims before patients are dis-
charged. Optum 360 facilitates coding 
collaboration between payers and providers.

Streamline Health
Streamline Health CAC is available 
standalone or as a solution integrated into a 
provider’s existing information systems. It 
works with coders for both inpatient and 
outpatient charts. The solution displays the 
suggested code sets along with correspond-
ing documentation, and indexes the entire 
patient chart to help ensure accurate coding.

Medical coding
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With the race toward value-based care hitting full speed, many 
healthcare organizations are apt to feel like marathon runners at the 
13.1-mile marker.  They’ve come a long way but there’s still a long road 
ahead of them. 

Indeed, as healthcare organizations adopt the model – which aims to 
simultaneously reduce costs, improve care and enhance the patient 
experience – they are making some progress. Consider the following: 
Finding the Value: The State of Value-Based Care in 2018, a study 
based on a survey of 120 payers conducted by ORC International and 
commissioned by Change Healthcare, showed that value-based care 
is reducing unnecessary medical costs by 5.6% on average while also 
improving quality and patient engagement. 

In addition, reports from the World Economic Forum (WEF) highlight  
a variety of healthcare organizations that are experiencing success 
under value-based models. A WEF article entitled What is Value-based 
Care, and Why is it So Important? points out that Emory Healthcare 
is expanding access and optimizing critical care services through a 
remote patient monitoring eICU solution, which enables patients to be 
taken care of in “lower cost” beds in their communities. By integrating 
this monitoring with a real-time clinical decision support, the Georgia-
based organization is experiencing improved long-term health outcomes 
while also cutting costs. In Germany, Martini-Klinik, a prostate cancer 
center at the University Hospital Hamburg-Eppendorf, is collecting 
health outcomes data, including documentation of all postsurgical 

Continued on C2

Data and Technology Power 
Healthcare Organizations 
Toward Value-Based  
Care Success

VALUE-
BASED
CARE

A supplement produced by 

d38243_Value Based Care HDM.indd   1 8/9/18   11:10 AM023_HDM0918   23 8/14/2018   11:18:57 AM



C2 C3

VALUE-BASED CARE

complications, and leveraging this 
information to improve prostate cancer 
care. As a result, the clinic’s rates of severe 
erectile dysfunction one year after surgery 
are now less than half the national average, 
according to a WEF report entitled Value 
in Healthcare Laying the Foundation for 
Health System Transformation.

While success stories like these are 
becoming more common, the overall 
potential of value-based care is still largely 
untapped. In fact, the real potential of 
the model will only be realized when the 
approach is adopted successfully at the 
regional, national and international levels.  
According to the WEF, to move in this 
direction, healthcare organizations should 
focus on four key enablers: 

• Benchmarking, research and tools – 
including systematic benchmarking 
for continuous improvement by 
identification of variations in responses 
to treatment and the emergence 
of clinical best practices; new data 
sources for research, innovation 
and new approaches to clinical 
trials; and finally the development of 
sophisticated decision-support tools 
for clinicians and patients

• Payments – including new forms of 
compensation and reimbursement 
that help to improve patient value

• Delivery organization – including new 
roles and organizational models that 
allow providers and suppliers to adapt 
to new opportunities and innovations, 
provide better access to appropriate 
care and engage clinicians in 
continuous improvement

• Informatics – including shared 
standards and new capabilities that 
enable the routine collection, sharing 
and analysis of outcomes data and 
other relevant information for each 
population segment

Dealing with the data
Like many other organizations, the 
Oklahoma Primary Care Association 
(OKPCA), is juggling with a variety of data 
challenges as it transitions to a value-
based model. Perhaps most importantly, 
the organization is looking to capture the 
comprehensive data that is needed to 
produce value. 

“Our clinicians provide good high-quality 
care but they need to capture data in  
a structured way. We have to do a much 
better job of telling the story about what 
happened during each patient encounter, 
so we can prove that we’ve given good 
quality care that’s worth paying for,” said 
Joe Denney, RN, chief health information 
officer at OKPCA.  

To move in this direction, clinicians need 
to “come to terms with the idea that the 
electronic medical record is not just  
a replacement for the paper chart. Under 
value-based care, the EMR really becomes 
a vital part of quality reporting and, 
therefore, an important element of your 
business operations,” Denney said. 

To better capture data, in fact, Denney 
is working with clinicians to help them 
understand why they need to make changes 
to their clinical documentation practices. 

“Clinicians don’t get lots of training about 
why it’s important to code with the right 
modifiers or they don’t understand why it 
is important to differentiate between a brief 
encounter and an extended encounter 
or why it is important to use the correct 
CPT code.  But this this all makes a big 
difference when you try to do analytics on 
the back end,” Denney said. 

OKPCA is also striving to share information 
across the continuum of care. “For 
example, we participate in a health 
information exchange (HIE), MyHealth, 
running right now where anytime any of 
our patients have an encounter in some 
place other than our clinics, we get a report 
that shows what care the patient received. 
For example, the report will show if the 
patient went to the emergency room, was 
admitted to the hospital, or was seen by  
a specialist,” Denney said. 

In addition, OKPCA is focusing on gleaning 
intelligence from data by leveraging more 
advanced analytics.  “We’re in the process 
of building our own data warehouse and 
that is going to let us do some different 
types of targeted analytics and then some 
more population-based comparisons. So, 
we will be able to look at outcomes across 
different community health centers in this 
state. By doing so, we can identify and 

share best practices,” Denney said.

Helpful tools
As healthcare organizations like OKPCA 
strive to better leverage data, they are apt 
to look for technologies that can help them 
“convert data to actionable information,” 
said Evan King, COO and executive vice 
president at COPE Health Solutions,  
a national healthcare consulting company. 
King specifically pointed out that healthcare 
organizations need tools that enable them 
to not only capture data but to understand 
what all this information means as well. 

“Health system leaders are often 
swimming in data points but don’t have 
the tools and platforms that will allow them 
to create actionable information based on 
a single source of truth,” he said. “There 
are a lot of platforms out there but there 
that can fulfill these needs, however, 
what is most critical is investing the time 
to agree on the requirements, desired 
or current in-house capabilities and how 
stakeholders want to interact with data 
before making a selection.” 

Regardless of what solutions organizations 
ultimately use, they should make sure that 
the technology enables them to “dig down 
with clinical leadership and understand 
what’s the underlying causes of my cost 
drivers or quality scores,” King said. “If 
you go to a physician with a big workbook 
that has 400 lines and 20 graphs of 
information that won’t help them much. 
The technology solution needs to translate 
the information into two or three succinct 
and concrete strategies for the clinicians, 
with the necessary support and incentives 
to enable change.”

These technologies also should help 
providers take action.

“What’s important is getting away from 
static reports. Clinicians want interactive 
tools that provide a succinct dashboard 
with key take-aways, with the ability 
to access the full view of the data and 
assumptions behind the insights and 
recommendations.  Clinicians want to 
be able to look at the data, ensure it is 
reliable and then adopt strategies that  
will be meaningful for their patients,”  
King concluded.
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The concept of value-based care has been talked about 
for some time. What, in your opinion, is needed to 
accelerate the move toward success under this model?

Perhaps the biggest impediments to growing value-based 
care programs and the mainstream use of population health 
management tools are misconceptions that healthcare 
professionals have about value-based models, such as:

• Value-based care means doing more with less.
• Traditional fee-for-service payment models will always be the 

industry standard.
• Large EMRs can provide all the functionality required for 

value-based care.
• Physician beliefs that payers are the true beneficiaries 

of value-based contracts and there is little benefit to 
participating in them.

• Payer assumptions that physicians will take whatever 
reimbursements are given to them.

These views are wrong, and to ensure the long-term success of 
value-based care, correcting them is crucial. Therefore, we must 
accelerate efforts to educate both payers and providers. 

Describe how analytics can help organizations achieve 
the reduced costs, improved outcomes and enhanced 
patient satisfaction associated with value-based care.

As physician organizations transition to value-based models, data 
analytics solutions are leading the charge. With simple-to-navigate, 
interactive dashboards, these platforms provide unparalleled 
opportunities for providers to analyze data and formulate holistic 
strategies for improving patient outcomes and costs—particularly 
for the small number of high-risk and rising-risk patients within a 
population who use the bulk of healthcare resources.

Data analytics also helps commercial health plans by analyzing 
quality by physician, practice and organization; examining service 
effectiveness and cost across providers; and identifying risk and 
stratifying the member population. 

Government plans win by being able to compare performance 
across providers, health plans and MCOs:

• Using regional, state and national benchmarks
• Evaluating plan and provider performance across clinical, 

financial and operational metrics
• Detecting fraud and abuse
• Identifying beneficiaries for targeted care programs

Top PHM solutions have the ability to access all available data 
from any disparate system, in any setting and in any format—
thereby allowing organizations to aggregate, normalize and 
analyze decades of information using a single platform. With 
that, comprehensive PHM platforms optimize value-based care 
by highlighting inefficiencies, lowering costs and improving 
patient outcomes. 

Why are organizations struggling to implement the 
healthcare information technology that will support 
value-based care?  

Organizations that are having trouble incorporating value-based 
care into their operations haven’t partnered with the right PHM 
firm yet. Data primes the value-based care pump, and if vendors 
can’t easily implement PHM solutions within 8-12 weeks, or 
guarantee the aggregation of all the available EHR, EMR, lab, 
claims and prescription data in the many formats in which they 
are stored, customers get shortchanged.

The whole concept of value-based care revolves around using 
data to identify high-cost patients and inefficiencies, improve 
quality, and lower costs. How can organizations fully leverage 
these platforms if, for example, a vendor can’t access pharmacy 
data or is unable to import data from a payer-specific format?

As mentioned earlier, the beauty of partnering with an 
experienced PHM firm is having a platform capable of extracting 
all available data from any system, any care setting, in any format. 
Further, comprehensive PHM solutions are customizable to meet 
the unique needs of different organizations, and scalable to grow 
along with them. 

In the digital age, organizations shouldn’t struggle implementing 
healthcare information technology. Partnering with a skilled PHM 
firm, therefore, is the most important step in transitioning to value-
based care.

HealthEC
HealthEC is a KLAS-recognized Population Health Management Company improving patient outcomes, 
managing costs and optimizing patient quality of life for independent physicians, provider organizations and 
health plans. An array of consulting services supplement in-house resources and develop or refine val-
ue-based care initiatives. Advanced analytics and workflow management tools guide patient care interven-
tions for better care coordination and maximum reimbursement.

Arthur Kapoor 
President and CEO 
HealthEC

Contact Us
HealthEC
Office: 732-652-1517
Email: sales@healthec.com
Visit: www.HealthEC.com
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By Maggie Van Dyke

“Cedars-Sinai Doctors Cling to Pen 
and Paper,” read a 2005 Washington 
Post headline. The article described 
how the Los Angeles academic health 
center shelved its initial home-built 
electronic health record three months 
after launch because physicians 
refused to use the clunky system.

Some 13 years and a new Epic EHR 
later, the mutiny is difficult to conjure. 
Cedars-Sinai Medical Center is among 
the first 162 hospitals to achieve 
HIMSS Stage 7 on its EMRAM scale, 
the highest level of EHR progress, and 

nearly 100 percent of clinicians now 
document orders electronically.

Yet CIO and Senior Vice President 
Darren Dworkin remembers the 
not-so-long-ago days when Ce-
dars-Sinai measured EHR success 
primarily by the percentage of 
clinicians documenting on paper. 
“When we first implemented our EMR, 
we were focused on achieving 
adoption,” he says. “A lot of our 
measurements were engagement 
metrics.”

After spending 10 years building 

and optimizing its system to enlist 
clinician support, as well as adding 
data analytic, health exchange and 
other capabilities, Cedars-Sinai 
expects to reap a hard-fought return 
on investment in the form of dramat-
ically improved patient outcomes 
and efficiencies as well as lower 
costs and increased revenues. “We’ve 
come a long way, and we have 
become a lot more focused—appro-
priately so—on realizing the value 
embedded within our EMR,” Dworkin 
says.
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Providers’ quest: ROI 
on records investments
Organizations have invested significant dollars in EHRs, 
and now they’re focusing on achieving a payback.
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brought together clinical and opera-
tional leaders from across the organi-
zation to identify opportunities for 
standardizing and improving practices 
and processes. “Then we built the EMR 
to enable those things,” says Geoffrey 
Patterson, vice president of clinical 
transformation. “We think of our EMR 
as a hammer we use in building our 
house.”

For instance, the EHR has helped 
Henry Ford clinicians reduce venous 
thromboembolism (VTE) cases, or 
blood clots, by 30 percent among 
inpatients. Evidence-based protocols, 
workflows and order sets for prevent-
ing and treating VTEs were embedded 
into the EHR with alerts to remind 
clinicians to follow these standardized 
practices. In addition, a VTE risk 
assessment model was built and 
automated to proactively notify 
clinicians of patients at risk of devel-
oping a VTE.

Henry Ford’s cross-discipline 
improvement approach has been key 
to the organization’s success. The 
200-person team that collaborated on 
the health system’s EHR launch 
reported up through the COO’s office 
(not the CIO’s), and was made up of 
approximately two-thirds clinical and 
operational staff and only one-third 
technology staff. “The No. 1 key is to 
have clinicians very, very involved from 
the inception of these efforts, and 
thoughtfully placing clinical leaders in 
roles where they’re leading the effort,” 
Browne says.

Addressing usability. While meaning-
ful use incentives helped drive EHR 
adoption, usability got sidelined as 
vendors rushed to build systems that 
complied with federal requirements. 
“You’re starting to see a lot of larger 
vendors dedicating a lot of time and 
energy to solving some of the chal-

Initial Positive Returns
Cedars-Sinai’s journey illustrates how 
the ROI builds over time on the EHR, 
which has become a necessary—and 
multimillion to billion dollar—cost of 
doing business in healthcare. “It’s 
become a utility you need to have, sort 
of like how you need to have heat and 
air conditioning,” says HFMA’s Richard 
L. Gundling, senior vice president of 
healthcare financial practices.

Initial positive returns on EHR 
investments can be attained after 
switching from paper to electronic 
records and adopting basic analytic 
and population health capabilities, 
such as patient registries and clinical 
decision support. For instance, 
Cedars-Sinai has reduced unnecessary 
tests and treatments, such as CT scans 
and lab tests, and other organizations 
have improved vaccination and 
infection rates, increased billing 
collections and reduced inefficiencies.

But these early returns are rarely 
sizable enough to cover EHR costs 
and are not even guaranteed. In a 
2017 survey of 1,100 healthcare 
professionals by analytics company 
Health Catalyst, only 10 percent 
reported a positive or superb return. 
The rest described the ROI as terrible, 
poor or mediocre.

Patience and proactive planning 
are needed, say HIT leaders. A greater 
ROI is waiting around the corner, 
assuming organizations invest time 
and dollars in critical strategies and 
technologies.

Getting the Essentials Right
A key, but challenging, imperative in 
any IT implementation is, “Do you just 
pave the cow path or do you create a 
new path?” says Gundling. “In other 
words, do you electronically do what 
you’ve always done, or do you take 
advantage of the opportunity to 

change things?”
According to Blain Newton, 

executive vice president for HIMSS 
Analytics, focusing on processes and 
people is as important as adopting 
technology. “If you just come in and 
implement an EMR on top of the same 
processes you had with a paper-based 
system and don’t provide training to 
staff, you’re probably not going to 
realize value.”

Standardizing documentation. NOMS 
Healthcare, a multispecialty prac-
tice with locations across northern 
Ohio, learned this lesson firsthand. In 
2014, leaders realized they needed to 
replace their EHR. “Each provider had 
their own way of documenting,” says 
Rebecca Rohrbach, vice president of 
population health. “We were unable to 

extract accurate registries of patients 
with chronic conditions. For example, 
we were unable to extract patients 
with uncontrolled diabetes who had 
an A1c over 9.”

When NOMS launched a new EHR, 
eClinicalWorks, IT leaders focused on 
standardizing documentation, 
particularly for quality metrics the 
organization was tracking. “We’ve 
learned that it’s not just about 
documenting what you’ve done, but 
documenting it in a manner in which it 
can be easily extracted,” says Jennifer 
Hohman, MD, executive vice president.

This effort involved creating 
standardized templates and order sets 
within the EHR, as well as deci-
sion-support notifications. In addition, 
NOMS invested heavily in training all 
team members on the correct place to 

enter information.
Streamlining documentation. In the 
early years of EHR adoption, many 
hoped that the switch from paper to 
electronic records would reduce the 
documentation workload and improve 
efficiencies. Instead, documentation 
demands are rising, contributing to 
physician and nurse burnout rates. 
“We’re asking clinicians to do a lot 
more documentation, particularly 
around regulatory and billing [require-
ments], which has eroded hopes that 
we would achieve any time savings,” 
says Dworkin.

While healthcare organizations 
have little control over regulatory 
demands, they can try to reduce the 
total documentation burden by 
simplifying documentation when 
possible. For instance, when might 
clinicians check a box instead of 
typing paragraphs of explanation?

“Physicians, nurses, and other 
clinicians might get together and say, 
‘What do we really need [in terms of 
documentation]? How can we take 
advantage of technology to stream-
line this?’” Gundling says.

Adopting a team approach to 
documentation can also ease the 
burden on physicians and other 
providers. “The provider is ultimately 
responsible, of course, but team 
members can help by gathering and 
entering the information for them,” 
Hohman says.

Redesigning care and operations.
EHR implementation and optimization 
offers an opportunity to drive clinical 
improvement, stresses Henry Ford 
Health System CIO Paul Browne. “The 
technology is a means to the end, 
where the end is higher-quality, safer 
care at a lower cost,” he says.

Before launching its Epic EHR in 
2011, the Detroit-based health system 

A greater ROI is around the 
corner, assuming organizations 
invest time and dollars in critical 
strategies and technologies.

EHR ROI
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brought together clinical and opera-
tional leaders from across the organi-
zation to identify opportunities for 
standardizing and improving practices 
and processes. “Then we built the EMR 
to enable those things,” says Geoffrey 
Patterson, vice president of clinical 
transformation. “We think of our EMR 
as a hammer we use in building our 
house.”

For instance, the EHR has helped 
Henry Ford clinicians reduce venous 
thromboembolism (VTE) cases, or 
blood clots, by 30 percent among 
inpatients. Evidence-based protocols, 
workflows and order sets for prevent-
ing and treating VTEs were embedded 
into the EHR with alerts to remind 
clinicians to follow these standardized 
practices. In addition, a VTE risk 
assessment model was built and 
automated to proactively notify 
clinicians of patients at risk of devel-
oping a VTE.

Henry Ford’s cross-discipline 
improvement approach has been key 
to the organization’s success. The 
200-person team that collaborated on 
the health system’s EHR launch 
reported up through the COO’s office 
(not the CIO’s), and was made up of 
approximately two-thirds clinical and 
operational staff and only one-third 
technology staff. “The No. 1 key is to 
have clinicians very, very involved from 
the inception of these efforts, and 
thoughtfully placing clinical leaders in 
roles where they’re leading the effort,” 
Browne says.

Addressing usability. While meaning-
ful use incentives helped drive EHR 
adoption, usability got sidelined as 
vendors rushed to build systems that 
complied with federal requirements. 
“You’re starting to see a lot of larger 
vendors dedicating a lot of time and 
energy to solving some of the chal-

lenges around usability and interoper-
ability,” Newton says.

In the meantime, healthcare 
organizations might consider develop-
ing physician champions to help fellow 
clinicians learn how to use the EHR 
and understand how the technology is 
impacting patients, recommends 

HIMSS Steve Wretling, chief technolo-
gy and innovation officer.

Another usability hot button is alert 
fatigue. At Henry Ford, committees of 
clinicians develop best practices for 
alert usage in the EHR. IT staff also 
monitor how often alerts result in 
clinicians taking action. “You can fire 
alerts like flashbulbs, but they are not 
always useful,” Patterson says.

Defining and Tracking Success
As is typical of boards of directors, 
Henry Ford trustees want to under-
stand the return that the health 
system is getting from its EHR invest-
ment. “During the early days of the 
project, we reported progress to a 
board subcommittee,” Patterson says. 
“[They wanted to know] ‘Were we 
proceeding as we thought we would? 
Were we running up against any 
barriers?’ Once implementation 
started, we began reporting on the 
costs and benefits.”

Considering the business case of IT 
projects has now become part of the 
vocabulary at Henry Ford, Patterson 
says. “We project the benefits and, 
through the course of project delivery, 
we measure the return so we can track 
whether we were successful or if there 
are areas we can enhance.”

Weighing the ROI is an important 
exercise, Gundling says. “It makes 
sense to step back and ask, ‘Did we 
get what we thought we would?’ 
However, it’s not just about the return 
from the IT, but also how did you 
improve patient care and the patient 
experience? For instance, did you 
improve redundant testing? Did you 
reduce patient falls? [Your analysis] 
should be centered around quality and 
safety, followed by finance.”

Browne recommends thinking 
about both quantitative and qualita-
tive returns when defining and 
measuring EHR success.

Quantitative ROI. “This looks at, 
‘What metrics are we going to move, 
in what direction, and how fast?’ ” 
Browne says.

For instance, NOMS Healthcare 
significantly increased the percent-
age of patients receiving recom-
mended pneumonia vaccinations 
from 33 percent to 83 percent 
between 2013 and 2016, in part by 
alerting team members and providers 
via the EHR when patients needed to 
be immunized.

NOMS leaders wanted to validate 
the effectiveness of this intervention in 
improving health outcomes and the 
cost of care. By digging deeper, they 
found that the hospitalization rate for 
bacterial pneumonia among NOMS 
patients decreased from 14.65 percent 
in 2013 to 6.46 percent in 2016—
during the same period the pneumo-
nia vaccination rate rose.

Qualitative ROI. “In addition to 
identifying the metrics you want to 
move, you need to be able to describe 
a vision of what the future might look 
like,” Browne says. “How will people 
experience care differently? How do 
we enable that with technology?”

enter information.
Streamlining documentation. In the 
early years of EHR adoption, many 
hoped that the switch from paper to 
electronic records would reduce the 
documentation workload and improve 
efficiencies. Instead, documentation 
demands are rising, contributing to 
physician and nurse burnout rates. 
“We’re asking clinicians to do a lot 
more documentation, particularly 
around regulatory and billing [require-
ments], which has eroded hopes that 
we would achieve any time savings,” 
says Dworkin.

While healthcare organizations 
have little control over regulatory 
demands, they can try to reduce the 
total documentation burden by 
simplifying documentation when 
possible. For instance, when might 
clinicians check a box instead of 
typing paragraphs of explanation?

“Physicians, nurses, and other 
clinicians might get together and say, 
‘What do we really need [in terms of 
documentation]? How can we take 
advantage of technology to stream-
line this?’” Gundling says.

Adopting a team approach to 
documentation can also ease the 
burden on physicians and other 
providers. “The provider is ultimately 
responsible, of course, but team 
members can help by gathering and 
entering the information for them,” 
Hohman says.

Redesigning care and operations.
EHR implementation and optimization 
offers an opportunity to drive clinical 
improvement, stresses Henry Ford 
Health System CIO Paul Browne. “The 
technology is a means to the end, 
where the end is higher-quality, safer 
care at a lower cost,” he says.

Before launching its Epic EHR in 
2011, the Detroit-based health system 

Adopting a team approach  
to documentation can  
ease the burden on physicians 
and other providers. 
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Stories or anecdote can be an 
effective way to describe qualitative 
returns, Browne says. “You might 
describe how clinical decision support 
caught a potential prescription error, 
preventing harm to a patient. Or you 
might tell a story about a future where 
patients don’t have to leave their 
home to visit with their doctor.”
  
Investing in Advanced  
Capabilities 
“We’re starting to see a lot of [EHR] 
optimization tools coming into play 
and really driving improvements in 
cost and quality, whether it be 
advanced analytical decision support 
or telehealth,” Newton says.

Dworkin believes two capabilities 
hold the greatest potential to drive 
ROI.

Interoperability. To ensure that 
other hospitals, ambulatory centers, 
pharmacies and others can exchange 
needed information, Cedars-Sinai “has 
joined every conceivable network we 
can,” Dworkin says. To connect with or-
ganizations outside the Epic network, 
the medical center uses the Carequal-
ity interoperability framework, which 
links up disparate EHR vendors and 
government sources. Cedars-Sinai 
also readily creates point-to-point or 
custom interfaces.

“Our general philosophy has been, 
‘It’s not our data. We’re just the 
custodians, and we are happy to pass 
it on at the patient’s request to 
anybody it makes sense to share with,’” 
Dworkin says.

Cedars-Sinai exchanges a record 
every three seconds 365 days a year. 
This “liquidity” of information is vital to 
reducing duplicate imaging and lab 
tests as well as ensuring that clinicians 
have detailed medical histories on 
patients to provide safe, effective care. 

“Having medical records easily shared 
between locations, especially in large, 
urban cities like Los Angeles where 
individuals tend to get care in more 
than one place, offers clear safety and 
ROI benefits,” Dworkin says.

 
Data analytics and decision  
support. In the area of decision 
support, Cedars-Sinai is focused on 
giving clinicians the right information 
at the right time to make appropriate 
and effective decisions. “The idea is to 
layer suggestions or reminders on top 
of our EMR that act as ticklers for 
busy practicing clinicians and give 
them some guidance and options they 
might not have otherwise considered,” 
Dworkin says. “If you can do this when 

the clinician is still in front of the 
patient, very often they can make a 
very real-time decision and alter their 
recommendation.”

For example, a home-grown clinical 
decision support software, called 
Stanson Health, is helping physicians 
weigh guidelines from the ABIM 
Foundation’s Choosing Wisely 
campaign, which has issued 540 
evidence-based recommendations on 
tests and treatments to avoid. 
Developed by Cedars-Sinai’s Scott 
Weingarten, MD, senior vice president 
and chief clinical transformation 
officer, the software has helped the 
medical center significantly reduce 
unnecessary tests and treatments, 
including orders for blood transfusions 
and prescriptions for the sleep 
medication benzodiazepine for elderly 

patients.
“In our mind, these guidelines are 

going after the Holy Grail,” Dworkin 
says. “They are pointing out practices 
that we shouldn’t do, not only 
because it will save money but also 
because it’s better for the patient not 
to do them.” 

Preparing to Embrace  
Future Innovation
As healthcare leaders think about fur-
ther improving the ROI on their EHR 
investments, they need to be ready 
to adopt innovative technologies 
coming down the pike—from artificial 
intelligence to patient engagement 
platforms, says Wretling. “That means 
thinking about, ‘How do I make sure 
that the technology and processes we 
have will integrate with new and dis-
ruptive technologies as they become 
available.’”

To prepare, IT leaders should 
create guidelines that spell out the 
integration and semantic standards 
(such as HL7, FHIR, LOINC and 
SNOMED) their organizations want to 
embrace. “This will allow them to 
make quick and easy purchasing 
decisions for technology that enables 
their overall future plan,” Wretling 
says.

Seeking input from clinical partners 
is also key to selecting new technolo-
gy that will meet a true need, Patter-
son says. “Rarely do I go to my clinical 
partners and say, ‘Here’s this really 
cool technology that I think we should 
implement.’ Instead, we use a ‘seek 
first to understand before you are 
understood’ approach. We meet with 
clinical and operational leaders 
frequently to understand where some 
of their challenges are. Only then can 
we look for technology that can help. 
Technology needs to be an enabler, 
not a driver.” □

Healthcare leaders need to 
be ready to adopt innovative 
technologies coming down the 
pike, from artificial intelligence 
to patient engagement 
platforms.

EHR ROI
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By Gienna Shaw

At Sharp Healthcare in San Diego, data 
is worth more than all of the organiza-
tion’s physical assets combined—an 
estimated $40 billion. It has hundreds 
of data and personal health informa-
tion sources. And 24 different systems—
each with different structures, interfac-
es and users—touch the revenue cycle.

The organization already had a 
dedicated master patient index 
department that had been cleaning up 
patient data for a long time. But it 
needed to go further with an enter-
prisewide system to manage informa-

tion-based assets irrespective of 
format.

That means specifying “decision 
rights and an accountability frame-
work to ensure appropriate behavior in 
the valuation, creation, storage, use, 
archiving and deletion of information,” 
according to one frequently cited 
definition put forth by healthcare 
research and consulting firm Gartner. 
“It includes the processes, roles and 
policies, standards and metrics that 
ensure the effective and efficient use 
of information in enabling an organi-

zation to achieve its goals.”
“Having a better, cleaner data set 

really did translate into better patient 
care, better patient information and 
quicker response times,” says Lori 
Moore, Sharp’s director of data 
governance. “Think about how many 
accidents happen inside of hospitals … 
You know that better patient data is 
going to save lives, [and] it gave us an 
opportunity to move the dial on what 
we could do with our data by first 
cleaning it.”

Further, says Kathy Downing, vice 
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Trusting data is essential 
in the quest for value
Information governance is rising in importance as 
healthcare organizations aim to recoup IT investments.

president of information governance 
at the American Health Information 
Management Association (AHIMA), 
organizations that invest in informa-
tion governance will have a competi-
tive advantage in both the short-term 
and long-term, because they’ll have 
the “agility and ability to make 
business decisions based on that 
trusted data.” Organizations that 
don’t invest in information gover-
nance, she warns, will be left in the 
dust by others.

“It’s probably one of the most 
difficult practices that all of healthcare 
faces,” Moore says. “Healthcare comes 
with a set of complications that directly 
affects people in a profound way. Data 
governance is very difficult but 
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zation to achieve its goals.”
“Having a better, cleaner data set 

really did translate into better patient 
care, better patient information and 
quicker response times,” says Lori 
Moore, Sharp’s director of data 
governance. “Think about how many 
accidents happen inside of hospitals … 
You know that better patient data is 
going to save lives, [and] it gave us an 
opportunity to move the dial on what 
we could do with our data by first 
cleaning it.”

Further, says Kathy Downing, vice 
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Trusting data is essential 
in the quest for value

president of information governance 
at the American Health Information 
Management Association (AHIMA), 
organizations that invest in informa-
tion governance will have a competi-
tive advantage in both the short-term 
and long-term, because they’ll have 
the “agility and ability to make 
business decisions based on that 
trusted data.” Organizations that 
don’t invest in information gover-
nance, she warns, will be left in the 
dust by others.

“It’s probably one of the most 
difficult practices that all of healthcare 
faces,” Moore says. “Healthcare comes 
with a set of complications that directly 
affects people in a profound way. Data 
governance is very difficult but 

worthwhile—and it pays you back in 
spades.”

Master the patient data
One function of Sharp’s data gover-
nance program office is master-data 
management, which includes the 
master lists of patients, providers, 
locations and organizations. It has a 
direct impact on revenue, payer 
relationships and patient billing, which 
in turn affects the patient experience.

Take, for example, insurance 
verification. It’s not unusual to find that 
a payer has a different name for a 
patient than Sharp does, says Gerilynn 
Sevenikar, vice president of revenue 
cycle for Sharp. “That creates a conflict 
for us. We want the integrity of our 

patient file to be as sure and as true as 
possible. But if I submit that claim with 
what I know to be the legal name of a 
patient, it will get rejected.”

Sharp has worked to solve that 
problem in a more efficient way than in 
the past. The old way: Create a 
temporary patient identification record 
for the sole purpose of billing. Staff 
would update information in the 
patient record to match the payer’s 
record, send the bill, then go back into 
the patient record to change it back to 
what they knew was the correct 
information. It wasn’t just inefficient 
and time-consuming: Changing a 
record repeatedly only introduces more 
opportunities for human error.

So Sharp added a field on encounter 
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records with the payer’s version of the 
patient’s information. That allowed the 
organization to maintain its own 
records and meet the payer’s needs.

The change didn’t reduce initial 
rejections because of a mismatched 
name. It eliminated them.

And that’s a perfect example of how 
data governance, a subset of informa-
tion governance, can pay off for an 
organization. “It’s OK to have multiple 
names attached to a single patient as 
long as you’re defining them separately 
and using them consistently,” Moore 
says.

Gauge data quality
From email address to legal name, and 
date of birth to whether or not a 
patient is still living, ensuring data 
accuracy is no easy task. “I’d love to tell 
you that we have pristine, gorgeous 
clearwater data,” Moore says. “But 
medical data is human-created and 
therefore inherently flawed.”

At Sharp, the front desk asks for a 
patient’s email address every time a 
patient checks in. Email is great for 
sending appointment reminders, but it 
also helps the revenue cycle: Sharp 
uses it to gather demographic and 
insurance information before the 
patient arrives, further reducing 
rejected claims.

The organization also embarked 
on a record cleanup, identifying 
parameters to determine whether a 
patient is likely deceased, for 
example. A check of the records 
found 8 percent of patients in just 
one of the organization’s electronic 
health records were identified as 
being 120 years or older, so they 
started there and further narrowed 
the definition by looking at how long 
it had been since that patient was 
treated. “Deactivating records gives 
us a much cleaner view of our patient 

population and master patient index,” 
Sevenikar says.

Identify stewards
Sharp’s data governance office also 
has a policy and procedures arm, which 
manages roles, responsibilities and 
data stewardship.

“Standardization of policy and 
procedure is probably one of the 
hardest things we do,” Moore says. “We 
are tackling that through a new data 

stewardship structure, which will have 
representation from all of our major 
stakeholders. They have not only a 
voice but also a responsibility.”

Data stewards represent their 
department or their group or their 
organization’s needs for the collec-
tive, but when there is, say, a data 
quality issue, they also have a 
responsibility to remediate it in their 
system. They need to be responsible 
for good data care, quality and 
practices in their “hometown,” Moore 
says. “You can’t have a voice without 
having that responsibility.”

When looking for data stewards, 
Downing says, start with business 
process data owners, such as compli-
ance officers, corporate legal staff or 
chief medical information officers.

Find a springboard
“Cleaning up patient data [is] massive, 
and finding a place to start is really 
hard,” Moore says. But you don’t have 
to do it all at once, she adds. “Just start 
somewhere. You don’t need a dedicat-
ed resource. If you can’t get a full 
program, that’s OK,” Moore says. 

“You’re probably closer to data 
governance than you think you are.”

Downing agrees. “I never want 
people to feel like they’re starting at 
ground zero. Right now, every organiza-
tion is doing some sort of data gover-
nance whether they’re calling it that or 
not,” she says. 

Downing suggests taking stock of 
what policies are already in place, 
building on existing programs and 
tapping into existing workgroups, 
especially multidisciplinary commit-
tees that are already looking at 
information management or elec-
tronic record systems. “We really 
need that coordination and planning 
to execute on these data governance 
initiatives,” she says.

“Decide what you’re going to focus 
on and build your roadmap; otherwise, 
it feels like this is a project that is never 
going to end,” she adds.

Rebranded initiative
Sometimes, opportunities to improve 
information governance arise 
organically. The University of Wash-
ington is preparing to implement a 
single electronic health record across 
its various settings, which include 
four hospitals, a physician group, and 
several community clinics and urgent 
care centers. UW Medicine is part of 
an AHIMA information governance 
pilot program and recently rebranded 
its HIM department to the more 
encompassing Department of 
Enterprise Records and Health 
Information.

“We were already doing information 
governance, but it wasn’t as broad as 
we needed it to be,” says Sally Beahan, 
the department’s senior director. The 
new name “better describes the work 
we do, because it’s all records across 
the organization, not just medical 
records.” □

From email address to legal name, 
and date of birth to whether or  
not a patient is still living, 
ensuring data is no easy task.

Data Governance
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By Greg Slabodkin

While healthcare is in the early phases 
of experimenting with blockchain, 
trailing behind other industries such as 
financial services, health systems are 
beginning to explore the technology.
    However, many organizations expect 
slow adoption in healthcare because of 
regulations, security concerns and a 
lack of data standardization.

Asked when they expect blockchain 
will be integrated into their organiza-
tion’s systems, 32 percent of providers 
and 48 percent of health plans said in 
one to two years, according to a survey 

by consulting and professional services 
firm Accenture.

In addition, 91 percent of health 
executives who were surveyed indicated 
that blockchain and smart contracts 
will be critical for their organizations 
over the next three years, according to 
Accenture’s Digital Health Technology 
Vision 2018 report.

Studying options
Despite those optimistic expectations 
for the future of blockchain, much work 
lies ahead before the technology is 

ready for use by providers.
     However, serious research is just 
beginning. Mount Sinai Health System 
in New York has launched the Center 
for Biomedical Blockchain Research to 
solve healthcare challenges using 
technology that underlies the Bitcoin 
cryptocurrency and provides a data 
structure that can be time-stamped 
and signed using a private key.

In particular, the center will focus on 
developing apps by evaluating 
blockchain-enabled solutions, partner-
ing with vendors that are working on 
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Healthcare begins to 
dabble with blockchain 
Hopes are high for this technology, but it must surmount 
regs, security worries and lack of standards in healthcare.
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Blockchain’s potential
Because blockchain has a data 
structure that only can be timed-
stamped and signed using a key to 
prevent tampering, the technology is 
seen as a natural fit for managing the 
accountability, authentication, confi-
dentiality and sharing of information.

“Our FHIRChain-based DApp 
demonstrates the potential of block-
chain to foster effective healthcare 
data sharing while maintaining the 
security of original data sources,” 
concludes the paper. “The design of 
FHIRChain can be further extended to 
address other healthcare interoperabil-
ity issues, such as coordinating other 
stakeholders (e.g., insurance compa-
nies) across the industry and providing 
patients with easier (and secure) access 
to their own medical records.”

However, Zhang emphasizes that so 
far FHIRChain has been implemented 
only as a prototype in the lab and has 
not yet been implemented in a clinical 
setting.

“It requires careful thought about 
architectures and design,” says Jules 
White, an associate professor of 
computer science in the Vanderbilt 
School of Engineering. “When you’re 
moving into a world where you have to 
get things right the first time, it makes 
you cautious moving forward. And, this 
is of course true with anything with 
blockchain—but I think particularly for 
healthcare data.”

IDC makes the case that with the 
advent of FHIR and open application 
programming interfaces (APIs), 
blockchain could provide a “lattice to 
accelerate clinical data distribution.” 
However, the research firm concludes 
that “whether blockchain will truly 
empower the industry with new ways of 
doing interoperability or is just market 
buzz, for the most part, remains to be 
seen.” 

the technology, as well as building and 
testing systems within Mount Sinai.

The venture—managed by the Icahn 
School of Medicine at Mount Sinai and 
the Institute for Next Generation 
Healthcare—is the first of its kind at an 
academic medical center, its executives 
say. 

“We’re very early in the blockchain 
hype cycle and there are a lot of 
promises being made about how it will 
save healthcare,” says Noah Zimmer-
man, assistant professor of genetics 
and genomic sciences and director of 
Mount Sinai’s Health Data and Design 
Innovation Center.

“Fundamentally, for us, blockchain is 
about building large-scale open 
networks and incentivizing people to 
participate in them. That’s what really 
excites us,” Zimmerman adds.

“We expect that some early use 
cases could emerge from areas where 
existing systems and approaches fall 
short,” adds Joel Dudley, executive vice 
president of precision health at Mount 
Sinai and director of the Institute for 
Next Generation Healthcare.

“The fragmented nature of regional 
and global healthcare systems prevents 
the flow of vital information and 
creates barriers to access for under-
served groups,” Dudley says. “We see 
the potential for blockchain and related 
technologies to enable applications 
that support more unified healthcare 
ecosystems and serve the greater goals 
of realizing national and global 
precision health networks.”

Making the case
By 2020, research firm IDC predicts 
that 20 percent of healthcare organiza-
tions will have moved beyond pilot 
projects and will be using blockchain 
for operations management and 
patient identity. 

Blockchain is seen by advocates as 

critical to creating trust in the authen-
ticity and accuracy of shared data. In 
particular, they see the potential for 
blockchain in health IT interoperability 
as an emerging use case.

“While interoperability and HIE 
frameworks evolve to address a range 
of challenges in health IT, blockchain 
could deliver an alternative for where 
these technologies may fall short,” says 
Mutaz Shegewi, research director for 
provider IT transformation strategies at 

IDC. “The ability to feasibly exchange 
data across and beyond the enterprise 
level with far greater degrees of 
decentralization, distribution and 
immutability makes blockchain a 
noteworthy proposition for exploring 
new ways of shaping the future of 
health IT interoperability.”

Toward that end, engineers at 
Vanderbilt University say they have 
successfully developed and validated 
the feasibility of a blockchain-based 
architecture that leverages HL7’s Fast 
Healthcare Interoperability Resources 
(FHIR) standard for secure and confi-
dential sharing of patient medical 
records.

Called FHIRChain, the technology 
meets the Office of the National 
Coordinator for Health IT’s technical 
requirements for sharing clinical data 
between distributed providers, accord-
ing to Vanderbilt researchers, who 
developed it in collaboration with 
radiation oncology treatments and 
software maker Varian Medical 
Systems. 

Specifically, FHIRChain uses FHIR 
data elements in conjunction with a 

token-based design to exchange data 
resources in a decentralized and 
verifiable manner without actually 
moving the data. 

“We demonstrate a FHIR-
Chain-based decentralized app (DApp) 
that uses digital health identities to 
easily authenticate participants and 
manage data access authorizations in 
a case study of clinical data sharing,” 
state Vanderbilt and Varian researchers 
in a pre-print paper that has been 
submitted for publication.

“This DApp enables users to share 
specific and structured pieces of 
information (rather than an entire 
document), thereby increasing the 
readability of data and flexibility of 
sharing,” the research indicates.

According to Dana Zhang, a 
Vanderbilt computer science PhD 
candidate and lead author of the 
paper, FHIR standards use a popular 
form of data structure—called JSON 
(JavaScript Object Notation)—for 
exchanging clinical information, which 
is more compact and readable 
compared with XML used by other data 
formatting standards and enables 
more efficient transmission.

“FHIRChain’s design applies a smart 
contract to maintain health users’ 
identifiability without exposing 
personal information on the block-
chain,” states the paper. “It also 
replaces the need for a traditional 
username/password authentication 
scheme with the use of a public/private 
cryptographic key pair for authentica-
tion. In a general clinical setting, these 
digital health identities—private 
keys—would be hard to manage for 
patients. FHIRChain, however, only 
creates these identities for clinicians to 
facilitate data sharing, which conse-
quently enables more effective 
collaborative decision making for 
patients.”

By 2020, IDC predicts 20 percent 
of healthcare organizations 
will be using blockchain for 
operations management and 
patient identity.

Blockchain
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Blockchain’s potential
Because blockchain has a data 
structure that only can be timed-
stamped and signed using a key to 
prevent tampering, the technology is 
seen as a natural fit for managing the 
accountability, authentication, confi-
dentiality and sharing of information.

“Our FHIRChain-based DApp 
demonstrates the potential of block-
chain to foster effective healthcare 
data sharing while maintaining the 
security of original data sources,” 
concludes the paper. “The design of 
FHIRChain can be further extended to 
address other healthcare interoperabil-
ity issues, such as coordinating other 
stakeholders (e.g., insurance compa-
nies) across the industry and providing 
patients with easier (and secure) access 
to their own medical records.”

However, Zhang emphasizes that so 
far FHIRChain has been implemented 
only as a prototype in the lab and has 
not yet been implemented in a clinical 
setting.

“It requires careful thought about 
architectures and design,” says Jules 
White, an associate professor of 
computer science in the Vanderbilt 
School of Engineering. “When you’re 
moving into a world where you have to 
get things right the first time, it makes 
you cautious moving forward. And, this 
is of course true with anything with 
blockchain—but I think particularly for 
healthcare data.”

IDC makes the case that with the 
advent of FHIR and open application 
programming interfaces (APIs), 
blockchain could provide a “lattice to 
accelerate clinical data distribution.” 
However, the research firm concludes 
that “whether blockchain will truly 
empower the industry with new ways of 
doing interoperability or is just market 
buzz, for the most part, remains to be 
seen.” 

For his part, Kaveh Safavi, MD, head 
of Accenture’s global health practice, 
doesn’t see blockchain as a “panacea” 
for healthcare. “We think it’s unrealistic 
to use the blockchain as a way to 
transport protected health informa-
tion,” he contends. “Delivering PHI in a 
blockchain is unlikely. It will have some 
uses largely around identity but less as 
a primary transport mechanism.”

Likewise, Chris Jaikaran, a cyberse-
curity policy analyst in the Government 
and Finance Division of the Congres-
sional Research Service, believes 
blockchain is not particularly well 
suited for managing electronic health 
records because EHRs are retained on 
provider systems and are still potential-
ly vulnerable to cyberattacks.

“Blockchain is currently being tested 
by industry but at this time does not 
appear to be a complete replacement 
for existing systems,” testified Jaikaran 
at a House subcommittee hearing earli-
er this year. “One such example is to 
manage electronic health records. In 
this example, actual medical records 
are retained on provider systems but a 
record of that record is published to the 
blockchain.”

In this scenario, patients may use the 
blockchain to authorize who has access 
to those records, according to Jaikaran. 
“What the blockchain may publish are 
permissions to that record, so—rather 
than a patient having to drive across 
town to pick up a disk of that record to 
take over to another provider— those 
providers could talk amongst them-
selves to transfer that record.”

Roadblocks ahead
Although technically feasible, at the 
same time, he contends that this 
blockchain-EHR solution has pitfalls. 
“All the providers have to be on the 
same blockchain so they all have some 
kind of identity—a public and private 

key—and users have to take a more 
active role in managing that record for 
themselves.”

In addition, Jaikaran notes that 
providers must maintain the electronic 
health record “in a manner that is 
consistent with federal and state laws” 
including HIPAA and the HITECH Act. 
The application of blockchain to EHRs 
would “still face” both federal and state 
privacy laws “as well as a lack of 
standards, data processing and 
storage—which may inhibit its adop-
tion,” he adds.

Further, because EHRs would be 
retained on provider systems, Jaikaran 
makes the case that “the record itself is 
still relying on the security measures” of 
those healthcare organizations. “So, if 
the provider is not implementing 
defense-in-depth or some other 
cybersecurity strategies, an attacker—
instead of attacking the blockchain—
would attack the data store of the 
provider and the record would still be 
vulnerable,” he says.

IDC’s Shegewi concurs with Jaikaran 
that blockchain technology, in and of 
itself, “does not enforce any sort of 
security, privacy or compliance 
measures by default,” such as HIPAA 
and the GDPR.

Further, he observes that “early 
testers of blockchain are realizing that 
it might not be a good idea to go on to 
a public blockchain network just yet—
and some may want to look at testing 
with private, restricted-access block-
chain networks.”

Shegewi also points out that another 
limitation of blockchain is that it’s 
largely an “incentive-based architec-
ture that is the sum of its parts—its 
users.” As a result, he warns that 
“malicious activities could arise if 
incentives for participants to act 
maliciously on a blockchain are greater 
than incentives not to.” □

token-based design to exchange data 
resources in a decentralized and 
verifiable manner without actually 
moving the data. 

“We demonstrate a FHIR-
Chain-based decentralized app (DApp) 
that uses digital health identities to 
easily authenticate participants and 
manage data access authorizations in 
a case study of clinical data sharing,” 
state Vanderbilt and Varian researchers 
in a pre-print paper that has been 
submitted for publication.

“This DApp enables users to share 
specific and structured pieces of 
information (rather than an entire 
document), thereby increasing the 
readability of data and flexibility of 
sharing,” the research indicates.

According to Dana Zhang, a 
Vanderbilt computer science PhD 
candidate and lead author of the 
paper, FHIR standards use a popular 
form of data structure—called JSON 
(JavaScript Object Notation)—for 
exchanging clinical information, which 
is more compact and readable 
compared with XML used by other data 
formatting standards and enables 
more efficient transmission.

“FHIRChain’s design applies a smart 
contract to maintain health users’ 
identifiability without exposing 
personal information on the block-
chain,” states the paper. “It also 
replaces the need for a traditional 
username/password authentication 
scheme with the use of a public/private 
cryptographic key pair for authentica-
tion. In a general clinical setting, these 
digital health identities—private 
keys—would be hard to manage for 
patients. FHIRChain, however, only 
creates these identities for clinicians to 
facilitate data sharing, which conse-
quently enables more effective 
collaborative decision making for 
patients.”
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By Joseph Goedert

Across the healthcare industry, the use 
of apps and devices connected to the 
Internet of Things are viewed as the 
most promising ways to engage 
consumers in their care.

However, consumer participation 
could be derailed if there are fears that 
the use of these tools poses a risk to 
security and privacy.

A variety of developers and provider 
organizations have taken notice of 
these concerns and are ramping up 
security initiatives.

An app or IoT device program should 

not be put in place until appropriate 
intrusion detection tools, malware 
protection and auditing processes are 
established, warns John Halamka, MD, 
CIO at Beth Israel Deaconess Medical 
Center.

“We have a number of clinicians and 
engineers with MD and masters 
degrees who created these apps,” 
Halamka explains. “Having medical 
and engineering training makes 
creating healthcare IoT applications 
much easier. Our information security 
staff members were involved from the 

beginning to ensure that security is 
foundational.”

Ensuring the protection and proper 
handling of medical information will be 
crucial to the future growth in these 
technologies, many say. And develop-
ers of apps and IoT devices are working 
harder to harden defenses.

Data in motion
For example, a mobile app created at 
Beth Israel helps medically vulnerable 
patients in their homes collect medical 
device data and send the information 
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Security becomes a key 
for apps, IoT devices 
Before patients fully engage with mobile technology, they 
need to be confident that their data is being protected.

securely to appropriate care teams.
Participating patients get software 

placed on their smartphones—it helps 
clinicians or care managers know if 
patients are following the care regi-
mens, such as taking certain medica-
tions at the prescribed times, or 
sending over data such as current 
weight, daily sodium intake, blood 
pressure and heart rate. A patient also 
may transmit information that rates the 
most difficult breathing the patient has 
had that day, based on a 0-to-10 scale. 
In response, Beth Israel may send over 
one or more messages reminding the 
patient to go to the nearest emergency 
department if he or she experiences 
severe shortness of breath.

Beth Israel is using the Apple 
HealthKit set of tools to accelerate its 
patient monitoring efforts, Halamka 
notes. “HealthKit enables easy down-
load of electronic health record data, 
including problem lists, medications, 
labs and allergies using the Fast 
Healthcare Interoperability Resources 
(FHIR) application programming 
interface,” he adds.

Other tools the hospital is using to 
gather additional IoT data incorporate 
Apple’s ResearchKit to enable patients to 
enroll in clinical trials, answer question-
naires and participate in research 
workflow, as well as the Apple CareKit 
that enables patients to collect data 
from healthcare devices in the home, 
store care plans and monitor progress.

Seeking balance
Despite its aggressive adoption of IoT 
applications, the hospital still has much 
to learn. Early in the patient monitor-
ing program, Beth Israel is confronting 
questions that must be resolved before 
the program accelerates.

“We’re in the early adopter phase of 
using patient-generated healthcare 
data for clinical care,” Halamka notes. 

Security
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beginning to ensure that security is 
foundational.”

Ensuring the protection and proper 
handling of medical information will be 
crucial to the future growth in these 
technologies, many say. And develop-
ers of apps and IoT devices are working 
harder to harden defenses.

Data in motion
For example, a mobile app created at 
Beth Israel helps medically vulnerable 
patients in their homes collect medical 
device data and send the information 
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for apps, IoT devices 

securely to appropriate care teams.
Participating patients get software 

placed on their smartphones—it helps 
clinicians or care managers know if 
patients are following the care regi-
mens, such as taking certain medica-
tions at the prescribed times, or 
sending over data such as current 
weight, daily sodium intake, blood 
pressure and heart rate. A patient also 
may transmit information that rates the 
most difficult breathing the patient has 
had that day, based on a 0-to-10 scale. 
In response, Beth Israel may send over 
one or more messages reminding the 
patient to go to the nearest emergency 
department if he or she experiences 
severe shortness of breath.

Beth Israel is using the Apple 
HealthKit set of tools to accelerate its 
patient monitoring efforts, Halamka 
notes. “HealthKit enables easy down-
load of electronic health record data, 
including problem lists, medications, 
labs and allergies using the Fast 
Healthcare Interoperability Resources 
(FHIR) application programming 
interface,” he adds.

Other tools the hospital is using to 
gather additional IoT data incorporate 
Apple’s ResearchKit to enable patients to 
enroll in clinical trials, answer question-
naires and participate in research 
workflow, as well as the Apple CareKit 
that enables patients to collect data 
from healthcare devices in the home, 
store care plans and monitor progress.

Seeking balance
Despite its aggressive adoption of IoT 
applications, the hospital still has much 
to learn. Early in the patient monitor-
ing program, Beth Israel is confronting 
questions that must be resolved before 
the program accelerates.

“We’re in the early adopter phase of 
using patient-generated healthcare 
data for clinical care,” Halamka notes. 

“If your Fitbit tells us that your heart 
rate is 20, do we call an ambulance? If 
your weight suddenly changes, do we 
send a visiting home nurse? No one 
really knows. One challenge is that the 
accuracy of IoT devices varies widely.”

With the explosive growth of IoT 
technology, SNS Research, a market 
intelligence and advisory firm, estimat-
ed that by the end of 2017 mHealth 
devices would achieve as much as $370 
billion in annual healthcare cost 
savings worldwide.

Adam Sobol, CEO at CareBand, a 
vendor of wearable devices for seniors 
with dementia or other chronic condi-
tions, says there are many ways IoT can 
help providers understand which remote 
patients are fine and which need help.

With CareBand, software on the 
smartphone lets a patient press a 
button to call for help, and the location 
immediately pops up for responders. 
Analyzing the movement of a patient 
with sensors on the smartphone can 
give clues to how likely the patient may 
fall today, based on location, level of 
exercise they do, the presence of others 
in the home or assisted living center and 
overall compliance with a care regime. 
Providers can give the app to neighbors 
who check in on a patient, enabling 
them to communicate with providers if 
his or her condition deteriorates.

CareBand for two years has been 
working with Semtech, creator of LoRa 
Technology, a radio frequency integrat-
ed circuit that is integrated into sensors 
that are then embedded into devices 
across industries. What makes the 
CareBand and Semtech alliance 
important to healthcare organizations, 
Sobol explains, is the ability to use LoRa 
long-range and lower power require-
ments so seniors with dementia or other 
serious conditions can be remotely 
monitored in dense urban areas.

The most recent version of the 

technology has tighter security govern-
ing the sensors on mobile apps that 
gather data from a phone or elsewhere 
in a patient’s home, and the data can 
be retrieved and sent to providers or 
care managers for analysis. To address 
security concerns, Semtech’s technology 
ensures that no one person has access 
to root keys, devices cannot be copied 
and device owners are the only entities 
that have access to sensor data. It also 
can run on a private network to give 
providers more control, visibility and 
security over data.

In the field
St. Croix Hospice relies heavily on 
mobile devices to support its 500 
remote employees who deliver home-
care services to families in Minnesota, 
Iowa, Wisconsin, Kansas and Nebraska. 
Its three-person IT department 
supports Samsung smartphones and 
tablets, as well as mobile apps for 
remote employees. Fixing devices and 
apps has been a major problem, with IT 
getting as many as 30 support calls a 
day, and remediating problems over 
the phone took time, says Brian 
Wisniewski, IT director.

To get better organized, the hospice 
defined eight different roles among 
remote employees, with each role 
requiring 10 to 15 apps from a pool of 
more than 20 apps—these include 
specific functions for the EHR, GPS 
navigation, secure email, scheduling and 
payroll. IT had to ensure it was getting 
the right apps to the right employees, 
and managing licenses and updates. 

St. Croix Hospice also locked down 
its devices by using Google Play’s 
whitelisting to control what apps could 
be installed by staff on the phones, 
Wisniewski says, and contracted with 
SOTI MobiControl for its Android device 
management system and mobile 
helpdesk software. □

Security
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In just a few short years, precision medicine 
has transformed care for cancer, and Ankur 
R. Parikh, DO, has always wanted to make 
sure he was in on the ground floor of 
research into this emerging treatment 
approach. As medical director of the 
precision medicine program for Cancer 
Treatment Centers of America, he’s now 
working to ensure that targeted therapies 
give patients the best chance to beat their 
disease. “Each cancer has a unique biology, 
and it’s complex to understand why one 
treatment will work when another one 
doesn’t,” he says. “However, research into 
using precision medicine for personalized 
treatment is just in the beginning stages,” he 
acknowledges. “I’m a big proponent of 
education. None of us learned genomic 
testing in medical school. We want to be sure 
we are offering our patients meaningful 
treatment for their conditions.”

On the state of the art
A few years ago, precision medicine pro-
grams just involved comprehensive genomic 
profiling, and only a few folks were using it. 
Now, it’s almost standard for treatment. 
Everyone is trying to learn how to do it to 
make sure the drugs we’re using are being 
used responsibly. Since we don’t have a track 
record with a lot of these therapies, it is 
important to capture patient outcome data 
to learn from and help future patients.

On making the research matter
I report to the senior vice president of 
clinical transformation and also to the 
dean of our faculty. This recognizes that 
my role spans both research and opera-
tions. Our research needs to support the 
learning health system cycle—research is 
great, but what we discover should not just 
stop there; it should be inserted back into 

Making treatment precise

By Fred Bazzoli

Ankur Parikh is leading the charge to offer medical treatment to 
cancer patients that’s tailored to their genetic makeup.

the health system to move 
the needle.

On extrapolating data
The first thing we have to 
improve is our ability to get 
the right drugs to patients. 
The next step is tracking 
outcomes and getting those 
in a database. We now have 
a lot of data and it needs to 
be searchable to be able to 
use it for future patients. 
When you’re treating 
someone with a specific type 
of cancer, one question that 
arises is, can you extrapolate 
data from previous treatment 
plans that have been used 
and then pick the best one?

On the role of EHRs
Electronic health records 
have to evolve to support 
precision medicine. When we 
get a genomic profile back 
on patients, they may have a 
couple different mutations. 
An EHR has to be structured 
in such a way that a 
physician can search for 
others with the same 
mutation. EHRs are not 
structured to do that; they’re 
structured to hold data. 
Then, it’s hard to research 
this information across 
hospitals. For precision 
medicine, community 
oncologists often may not 
have that type of network, so 
research can be kind of 
daunting. Currently, search-
ing through the EHR is 
manually done. In the future, 
supporting databases and 
infrastructure will make data 
collection and application 
easier. □

Executive SessionExecutive Session

Ankur R. Parikh, DO
Medical Director of Precision Medicine
Cancer Treatment Centers of America
Hematologist/Medical Oncologist, 
CTCA Philadelphia

The Parikh file
•  Bachelor of Science, Truman State University, 

Kirksville, Mo.
•  Doctor of Osteopathy, Kirksville College of 

Osteopathic Medicine 
•  Internship/Residency, Internal Medicine, Riverside 

Methodist Hospital
•  Fellowship, Hematology/Medical Oncology, 

National Heart, Lung, and Blood Institute and 
National Cancer Institute, National Institutes of 
Health
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